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Legal Statement

Copyright © 2018, LSOFT TECHNOLOGIES INC. All rights reserved. No part of this documentation may be
reproduced in any form or by any means or used to make any derivative work (such as translation, transformation, or
adaptation) without written permission from LSOFT TECHNOLOGIES INC.

LSOFT TECHNOLOGIES INC. reserves the right to revise this documentation and to make changes in content from
time to time without obligation on the part of LSOFT TECHNOLOGIES INC. to provide notification of such revision
or change.

LSOFT TECHNOLOGIES INC. provides this documentation without warranty of any kind, either implied or
expressed, including, but not limited to, the implied warranties of merchantability and fitness for a particular purpose.
LSOFT may make improvements or changes in the product(s) and/or the program(s) described in this documentation
at any time.

All technical data and computer software is commercial in nature and developed solely at private expense. As

the User, or Installer/Administrator of this software, you agree not to remove or deface any portion of any legend
provided on any licensed program or documentation contained in, or delivered to you in conjunction with, this User
Guide.

Active@ KillDisk, the Active@ KillDisk logo, KillDisk, KillDisk for Industrial Systems, KillDisk Desktop and
Erasers Software are trademarks of LSOFT TECHNOLOGIES INC.

LSOFT.NET logo is a trademark of LSOFT TECHNOLOGIES INC.

Other brand and product names may be registered trademarks or trademarks of their respective holders.
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Introduction

As a relatively new technology, an overwhelming majority of people, businesses and organizations do not understand
the importance of security in digital data storage. The average hard drive sees thousands of files written to it, many
of which contain sensitive information. Over the course of a hard drives lifetime, the likelihood for recoverable
remnants of sensitive information left on a hard drive at its' end of life is very high. To see this firsthand, simply try
out Ki1l1Disk's File Browser on page 74 on your system drive. You'll be surprised to see what you find!

E Note: Additionally, try formatting a USB drive with files on it and browse it with Ki11Di sk's File Browser
on page 74 as well. Data breaches are not limited to hard drives!

Advanced Data Recovery Systems

Advances in data recovery have been made such that data can be reclaimed in many cases from hard drives that have
been wiped and disassembled. Security agencies use advanced applications to find cybercrime related evidence. Also
there are established industrial spy agencies adopting sophisticated channel coding techniques such as PRML (Partial
Response Maximum Likelihood), a technique used to reconstruct the data on magnetic disks. Other methods include

the use of magnetic force microscopy and recovery of data based on patterns in erase bands.

Although there are very sophisticated data recovery systems available at a high price, data can also be easily
restored with the help of an off-the-shelf data recovery utility like Active@ File Recovery (http://www.file-
recovery.com), making your erased confidential data quite accessible.

Using K111Disk, our powerful and compact utility, all data on your hard drive or removable device can be
destroyed without the possibility of future recovery. After using Ki11Disk, disposal, recycling, selling or donating
your storage device can be done with peace of mind.

Erasing Confidential Data

Modern methods of data encryption are deterring unwanted network attackers from extracting sensitive data from
stored database files. Attackers who want to retrieve confidential data are becoming more resourceful by looking into
places where data might be stored temporarily. A hard drive on a local network node, for example, can be a prime
target for such a search. One avenue of attack is the recovery of data from residual data on a discarded hard disk
drive. When deleting confidential data from hard drives, removable floppies or USB devices, it is important to extract
all traces of the data so that recovery is not possible.

Most official guidelines around disposing of confidential magnetic data do not take into account the depth of today’s
recording densities, nor the methods used by the operating system when removing data. For example, the Windows
DELETE command merely changes the file name so that the operating system will not look for the file. The situation
with NTFS is similar.

Removal of confidential personal information or company trade secrets in the past might have used the FORMAT
command or the DOS FDISK command. Ordinarily, using these procedures give users a sense of confidence that the
data has been completely removed.

When using the FORMAT command, Windows displays a message like this:

Formatting a disk removes all information from the disk.

The FORMAT utility actually creates new FAT and ROOT tables, leaving all previous data on the disk untouched.
Moreover, an image of the replaced FAT and ROOT tables are stored, so that the UNFORMAT command can be
used to restore them.

As well, FDISK merely cleans the Partition Table (located in the drive's first sector) and does not touch anything else.


http://www.file-recovery.com
http://www.file-recovery.com
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Moreover, most of hard disks contain hidden zones (disk areas that cannot be accessed and addressed on a logical
access level). KillDisk is able to detect and reset these zones, cleaning up the information inside.

International Standards in Data Destruction

Kil1Disk conforms to dozens of international standards for clearing and sanitizing data, including the US DoD
5220.22-M standard. You can be sure that once you erase a disk with Ki11D1 sk, sensitive information is destroyed
forever.

KillDisk is a quality security application that destroys data permanently from any computer that can be started
using a bootable USB or CD/DVD. Access to the drive's data is made on the physical level via the BIOS (Basic Input-
Output Subsystem), bypassing the operating system’s logical drive structure organization. Regardless of the operating
system, file systems or type of machine, this utility can destroy all data on all storage devices. It does not matter
which operating systems or file systems are located on the machine.
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KillDisk Overview

KillDisk for Industrial Systems

killdisk

trial disk sanitation
ftware solutionse s

This edition of KillDisk is designed to provide a software solution for industrial workstations, configured to service
disks in high volumes. KillDisk for Industrial Systems is distributed as a software package that may be installed on
a disk erase workstation and used to examine, erase and even write images to individual or batches of disks. Highly
customizable, the software is able to conform to any company standards - erasure standards, examination type,
reporting, error handling are only a subset of the configurable settings KillDisk supports. All elements of KillDisk's
operations may be documented in XML reports, PDF certificates, or even printable labels for erased hard drives.
Versatile, easy to navigate and rich in features, KillDisk for Industrial Systems is the ideal KillDisk solution for
recyclers and corporations to securely erase hard drives - simply and efficiently.

KillDisk is a powerful software that delivers the following main features:

» Erase data on the entire hard disk drive surface, supports parallel erasing of large numbers of disks (hardware-
limited);

* Destroy data permanently with a choice of dozens of international disk sanitizing standards, including DoD
5220.22-M;

» Sanitize external disks (USB drives, external HDD/SSD) connected to both USB 2.0 and 3.0 ports;

» Examine disk integrity and overall stability, disk verification and detect bad sectors;

* Auto-erase mode sanitizes disks and prints certificates without of any user interaction;

* Hot-swap operations are fully supported, erase could be auto-initiated upon HDD plug-in;

* Browse file systems on disk volumes and inspect particular sectors Hex Viewer on a low level;

+ Issue customizable certificates and detailed reports for disk erase and examination;

» Print different types of labels to be attached to hard disks after erase completion;

* Provides enhanced information about disks and their attributes including S.M.A.R.T. Monitoring;

» Export local erase history to the external databases;

*  Wipe out unused clusters and metadata on live volumes, leaving existing data intact;

* and more...

KillDisk maintains the highest standards in disk erasure, and with that, provides extensive documentation options for
its' operations through Reports and printable Erase Certificates on page 37 and Erase Labels on page 40.
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Software Licensing

Kil1lDisk is licensed per concurrent use of the software and for each concurrent disk being erased or wiped,
outlined in the EULA. The maximum number of disks erased in parallel corresponds to the number of purchased
licenses.

KillDisk Industrial is supplied with a security USB key that contains number of licenses being purchased (one license
is required per slot where HDD/SSD is plugged into).

Figure 1: Security USB key containing licenses

This key must be inserted into any USB slot on the PC before running KillDisk software, otherwise authorization
error appears.

Software Updates

Kil1Disk has a built-in update client to ensure you always have access to the latest version of the application. To
update, use the file menu bar to navigate to Help > Check for Updates

@) Active@ KillDisk Updates ? X

e | Active@ KillDisk™ v. 11
@,
This wizard will help you update the software to be up to date or rollback

updates to the previous version.

Your version is the latest! Software update is not available

Version Installed Status

11.0.63 2017-10-18 16:...  First installation

Help Close

Figure 2: Checking for updates

Update dialog contains history of previously installed versions and updates.
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If a new version or update is detected, it can be downloaded and installed on the next wizard steps.

E Note: KillDisk stores your previously installed versions, so you may roll back to any of your older
versions at any time.

System Requirements

KillDisk Industrial is design to run on Linux and Windows operating systems with the following minimum
requirements:

Workstation:

» IBM PC compatible machine
* Intel Pentium or higher

*+ 2Gbof RAM

* 100Mb of free disk space

Video:
*  VGA (1024x768) resolution or better

Operating System:

*  Windows XP or higher
* Linux Kernel 2.x or higher

Drive Storage:

» Disk types supported:

« IDE

e« ATA

+ SSD

* SATA
« eSATA
e SCSI

* Removable media (memory stick, SD card, compact flash...)

» KillDisk Industrial supports all drives supported by the Operating System with read/write access

Security Hardware

KillDisk authorization is provided by an external or internal removable USB key with license and user information.
This USB key must be inserted all the times to make KillDisk software operable.
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Figure 3: KillDisk's hardware activation dongle

New in version 2.0

New functionality: Wipe

Now, Kil11Disk Industrial has the ability to sanitize free space on the hard drive with Wipe, leaving existing
files intact. Careful not to confuse it with Erase which erases everything!

i H
t editor @ Run Wiping data storage devices in 2 disk bay(s) disk batch
% Disk batches are used for gutomated actions applied for group of disks with the same action attribut
Wipe Disk
@ ., < = =
er Ready Shg:.vl start . D'iSkt' Disk Exam:_ntation D'LsktWipe Diék E|1I;tse
e ialog amination epo options epo
‘GB_01 (1) 4 |
ile System: K
~ Disk Wipe options
@ General Options
Py Define default disk wipe atiributes and options
— @ Disk Examination
'GB_22 (M:)
ile System: Erase method: | US DoD 5220.22-M [3 passes; verification requir
T3CIED @ Disk Wipe options . <
= Verify erasure of |10% 54| on each disk
| nY A Wina nnncad elictarc

Advanced views

* Added an ability to toggle a view with complete partition information of your connected disks in the Disk
Explorer View

ES‘-;GVBUI —— —35‘-:;5"2 . —— | — i — | — | -

e ho.ga ||Una ||dtes |testo2 (B) Una || 80-01 SP2(||SP3 6|/ |[Eq (|1 |[sES (c |0 |[sEs (F |[L | [sE7 @ ||U
| FOCE Size: ||File ! ||File System: NTFS Size: 64.4 GB Size ort: Siz HIeS" HIeS“ HIeS; s ||File sy ||s | File sy ||S | File 5y || S || File Sy Siz

Size: Size:t| Size:! | Size:! Size: 9 Size: 9 Size: 9 Size: 10

B DB Upper — B D8 Mid . ——

Ready Unal ||2GB_01 (1) ; || Unallocated Ready Unall || 2GB_22 (M:) Unallocated
m |Port: 1-00-03 Size: ||File System: NTFS Size: 886 GB ¢||Size: 928 GB Port: 0-00-39 Size: | File System: NTFS ||Size: 1.34 TB

Size: 488 GB

1 USB HD FusB 01 — =

NoDisk Ready Unal || ACTIVE BOOT U2) Una
« | PhysicalDriveé MO DISK PhysicalDrive7 Size: | |File System: FAT32 Size: 3.75 GB Size:
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* Revamped the local disks view to show more details, including partition information for all connected disks:

LA

File Actions View Tools Help

d s o _on . Virtual Logical Manager ... & &
&L.."g [-..% ﬁ__% S S ':Q
% ! ] . L . : . = ] ‘ _ Name Value
Refresh  Erase Disk Wipe Disk Examine Disk Stop Stop A File Browser Disk Viewer +Virtual Manager
iE| View - & Customize v Name Virtual |
= Platform Name Device_
‘_‘;ﬂ :l:t:ll Logical Manager 0 = BIOS Name
L ady 5
Virtual LVM DEVICE IS INVALID Product Nan?e Virtual |
Serial: JrK9xL-nepd - KNgH-Hlix ia06-RV Product Revision  vgl
Type: Virtual Manager Serial Number JrK9xL-t
i 1 asbaa
Status Ready
g sda =] [ -
=y Type virtual |
. Ready Unalle BOOT ||Active | Unallocated [ y_p si
e e Size: 7 |dev/ ||dew/ ||Size: 149 GB e e
Serlal: SRX68AWV Type: Fixed Disk sdal) ||sda2) Size 0 bytes
Size: 149 GB File Sy: ||File Sy: Free Space 0 bytes
= Unallocated Span 0 bytes
sdb = o
=y ~ Device Geometry
Ready Unallocated R I -
size: 1.82 TB Partition Style Virtual |
ATA ST2000DM001-9YN1 LeE i Partitionin MAN (B
Serial: W2FOLAKYT Type: Fixed Disk 9
Slze: 1.82 TB Total Sectoers 0
= = Bytes per Sector 512
d r
- 4 sde = Sectors per Track  4,294,9
Ready Unallc  BOOT ||Active [|Unallocated T r Cylinder 4.294,9
ATA ST32000542AS Size: 7 | dev/ ||devw/ ||Size! 1.82TB ‘Tracks per Cylinder 4,294,
Serfal: 6XW1EGSZ Type: Fixed Disk sdcl) ||sdc2) Disk Hidden Areas  Unsupp
Size: 1.82 TB File Sy: | File Sy:
b 4" sdd (=]
B Ready
ATA 5T3320310CS S U C ‘ : E S S
Serial: 9TX086KL Type: Fixed Disk
Size: 298 GB
-l

+ ...and a new work flow view for managing your disk processes efficiently:

<8 é» = 9 >y ¥ o E

Show start Disk Disk Examination Disk Erase Disk Erase Erase Show complete
dialog Examination Report options Report Certificate dialog

Erase History, Database Integrations and Email Notifications

KillDisk Industrial version 2.0 adds a number of features to simplify auditing and management pains, with
the addition of:

» The Erase History menu, allowing users to see the history of operations, with easy access to certificates from
within the KillDisk application interface:
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ME Eraf Log View x‘_
23 2 3 B

Connect Refresh Show Certificate Show Report Clear

Processed Disk Batches

MName Status Started Elapsed Result 2
Disk Batch 321 3 Failed 11/06/2018 16:5%:11  00:00:24
BachEject I Success 11/06/2018 15:24:54  00:00:23
BachEject ¢ Success 11/06/2018 15:16:54  00:00:23
BachEject ¢ Success 11/06/2018 15:11:07  00:00:21
BachEject v Success 11/06/2018 14:46:20  00:01:12
Wiping €3 Failed 08/06/2018 17:27:01  00:02:16
Wiping ¢ Success 08/06/2018 17:15:48  00:01:07

AFCLOMESYS I Success 08/06/2018 15:24:07  00:01:08
AFCLOMESYS ¢ Success 08/06/2018 15:17:24  00:01:10
AFCLOMNESYS ¢ Success 08/06/2018 15:10:47  00:01:05
AFCLOMESYS ¢ Success 08/06/2018 15:08:46  00:01:18
AFCLOMESYS I Success 08/06/2018 14:52:02  00:01:06
AFCLOMESYS ¢ Success 08/06/2018 1422:23  00:01:09

» ...these reports can now easily be connected and exported into your SQL database!

[ KillDisk for Industrial Systems Preferences X

L’;é Database Export
Define connection options to external database

Driver: SOLite hd

Database Name:

MySQL
U ) Microsoft SQL Server (via ODBC)
sername: PostgreSQL
Password: ORACLE
Hostname: SERVER18
Port: Default EI\

| Export certificates and reports for batches as BLOBs
| Export certificates and reports for each disk as BLOBs

| Export existing erase history

/3 Database Export: Export options take effect only on first connection to database!

| Restore Defaults | OK | Cancel |

» Email Notifications for network-connected devices, allowing all certificates/reports/logs to be emailed to a central
repository for record-keeping. All you need to do is put in your email address:

SMTP Server Settings

Settings for e-mail notification

@ Free Account O Custom Account

To: ||
From: | reports@killdisk.com
Server: | smtp- com

Port

Choose any port number within range from 25 to 5000
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Disk Performance Monitoring

Monitor SMART information throughout the erase operation and set thresholds to eject under-performing drives:

SMART Diagnostics
C% Disk SMART. attributes failure control

Use SMART Diagnostics

A, Wse SMART, attributes do determine threshold limits to terminate any long-going disk action, such as Erase or Disk Examination to
& avoid unstable behavior due to disk failures, if any of define SMART attributes rules criteria is met.

Critical device status attributes
[ [o03] Spin-Up Time
[005] Reallocated Sectors Count Indicates how many defective sectors were discovered on the drive and remapped using a

[1 [010] Spin-up Retries Indicates severe controller or bearing problem
[197] Current Pending Sectors

[] [198] Off-line Uncorrectable
Device error attributes

[] [001] Read Error Rate

[ [007] Seek Error Rate

[ [013] Soft Read Error Rate

Might indicate either a controller or a spindle bearing problem

Indicates how many suspected defective sectors are pending for further investigation
Indicates how many defective sectors were found during the off-line scan

Set minimum disk Read/Write speed for drives to be evaluated during erase

Batches, redesigned

* New wizard for creating batches

Batches can be designated for Erase, Wipe, Examination and Clone with common parameters:

| @ Disk Explarer

Disk layout editor x

B B B H B s H

Refresh Run Wipe Erase Disk  Wipe Disk  Examine Disk Stop -

View @ Customize

Q

Browse Disk  Disk Viewer

F DB Upper Ready Port: 1-¢ ]

— — 0 VP
Unall Unalle ||2GB_01 {:)
Size: 2 Size: 1 ||File System: NTFS Size:

II= Run Wipe disk batch

v-)’ Disk batches are used for autormated actions applied for group o)

B pB Mid Port: D-00-
—— |

e | I || | | ——
Unalle | || |Unallc || 2GB_22 (M)

5 Size: 35.1 GB Size: 1| ||| Size: 1 ||File System: NTFS Fal @ ?
2 Size: 488 GB == = = = 71 =
Show start Disk Disk Examination D
E DB Lower Port: 0-¢ dizlog Exarnination Report

Unallo ||2GB_33 || Unallocated
Size: 1. Eilzee:Sg Size: 1.63 TH EEE Batch General Batch General Options

CIEC Options

Grouped of disk bays for simultam
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Getting Started with KillDisk

This section outlines the essential features of Ki11Disk and explains basic functionality to get you started.

KillDisk Installation and Distribution

KillDisk Industrial distribution overview

KillDisk Industrial is distributed as a software solution, with a DVD-ROM and security USB license. DVD-
ROM contains two installations:

e KillDiskIndustrial-Setup.exe - installation for Windows OS
* KillDiskIndustrial.run - installation for the Linux OS

Simply install the application into your data erasure workstation environment and configure it to your system.

Launching and initial Configuration

B Note: Before launching KillDisk make sure that security USB stick is plugged into the any USB slot on a
workstation running the software.

Upon first launching the application you will encounter the Disk Bay Layout Wizard.

[ Create new Disk Bay Layout wizard ? >

Hﬂ Generate Disk Bay Layout

Physical disks are presented by disk bay controls grouped in rows to simulate actual hardware layout for easy
maintenance and visual hot-swap operations. Select one of the predefined chassis layouts [recommended] or
let the application generate a layout by defining the number of bay rows and amount of disk bays for each row.

You can edit the active disk bay layout at any time in Disk Bay Layout tabbed view.

-

@ Generate default disk bay layout
Disk bay rows: | 4 Disk bays per row: |8

O Automatically generate disk bays for all discovered disks

O Create empty layout for manual editing

Execute Cancel

Figure 4: Disk Bay Layout Wizard

This menu allows you to initialize Ki 11Disk to display your hardware in an intuitive way. To illustrate the purpose
of this, read this section on Disk Bay Layouts. This initial configuration can be done in one of three ways:

Load predefined layout
Here you can find one of our predefined layouts that may fit your system. If an appropriate layout is not listed,
you may try the next option.
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Generate default disk bay layout

Define your systems in terms of a disk array, arranged in a X by Y grid of disks. You may make adjustments to
this later, so this may just be a base to start from.

Automatically generate disk bays for all discovered disks

Defines your Disk bay layout based on the disks recognized by your system's device manager. The disks will be
placed in their own individual row when the layout is generated.

Create empty layout for manual editing

Defines a blank layout with no disks, so they can be added in the Disk Bay Layout window later.

Navigating Killdisk

Once the Ki11Disk application is launched, you will be presented with the main Ki11Disk application dashboard.
From here you can use any of Ki11Disk's tools with your system. This section will outline the main components of
the application. The full functionality and features of these components are discussed in their corresponding sections
later in this documentation:

1) Active® KillDisk x64 Uttimate edition Licensed to LSoft.NET Freeware, 5 licenses [folfe =
File Miew Actions Windows Help . 1]
) Disk Explorer (£ ’7@ Appicstion Logview | | 2 Fixed Disk: 1\, \PhysicalDrive 1 - S.M.A.R.T. Information & X
gﬁ Erase Disk E{% WipeDisk | = Stop % Refresh @ BonseDisk | 3 e
= = Name Value Description
g view. [ 4 tngs. 4 Fixed Disk General
- = Device Model WDC WD5003ABYX-0LWERAD
E;;yimmwen ;;lf}lkapr‘igt‘:;lwih s F‘:adv' !?Sm?myﬁ;?&;‘” 8 Serial Number WD-WMAYP2266855
Tyt Fored Disk Sive- 148 GB o D: Py lbrve1 Tie: Fixed Dk Firmuare Version 0101501
= Capacity 500107862016
= ATA Version 8
o Om R | santile e e 1D Devee ATA Standard Device daes not repart version
= o iD, Pl Do e e T SMART Support 1 Seff-Monitoring, Analysis and Reporting Technelogy Support
Si=: 11968 Off-line data collection status 130
Self-test execution status 0
Time Off-line data collection, sec 8100 Total time to complete Off-Line data collection
Off-line data collection capabilities 123
SMART capabilities 3
Error logging capabilities 1
Short self-test time, min 2 Short self-test routine recommended polling time
Extended self-test time, min 8 Extended self-test routine recommended polling time
4 Attributes
5 [001] Raw Read Error Rate
003] Spin Up Time
[004] Start/Stop Count
[005] Rezllocated Sector Count
[007] Seek Error Rate
[003] Power-On Hours Count
[010] Spinup Retry Count
[011] Calibration Retry Count
[012] Power Cycle Count
[192] Power-Off Retract Count
193] Load/Unload Cycle Count
[194] HDA Temperature Celsius
6 & X | [19] Reallocated Event Count
1 : Bhy: [197] Current Pending Sector
w dovaloadt [198] Offline Uncorrectable
nitializacion completed. [189] UDMA CRC Error Count
M: Rnalyzing disk 'Fixed Disk 2 (\\.\PhysicalDrive2)'... [200] Multi Zone Error Rate
M: Analyzing disk 'Fixed Disk 1 (\\.\PhysicalDrivel)'...
M: Analyzing disk 'Fixed Disk 0 {\\.\PhysicalDrive0)'...
M: Initialization started
M: Intern: 6.11.15 kd
1 File Menu Bar 3 CommandToolbar 5 Windowed View 7  AdvancedTools Tab
2 Tabbed Windows 4 View Selection 6 Output Window 8  Advanced Tools Window
7 _<albrivet: Fixed Disk: \\, \PhysicalDrive1, Status: Ready, [466 GB] - Properties | Fixed Disk: \\, PhysicalDrive L - S.M.4.R.T. Information
LI

Figure 5: KillDisk application dashboard

File menu bar
The file menu bar contains can be manipulated to perform nearly any operation in Ki11Di sk, such as accessing
elements of the program such a settings and help, changing views and what is visible in the dashboard, opening
tools, and navigating between KillDisk's windows.

Tabbed Windows
Here, you may move between Ki11Disk tabbed windows, the main windows being Disk Explorer, Application
Log etc..

Command Toolbar

The command toolbar is a dynamic toolbar that allows the user to perform Tabbed Window-specific actions,
depending on what window the user is in and what element is selected.
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View Selection

Only available in the Disk Explorer View, this View Selection allows you to manipulate how the bays are
displayed in the Windowed View, manipulating the type of graphics used to show the bays and the cardinality of
the bays in the Disk Bay View.

Windowed view
Contains the window that is currently open.
Output window
Contains the log of operations Ki11D1i sk has performed.
Batch control window
The Batch control window is an easily accessible interface to create, delete and manipulate disk batches.
Advanced tool tabs
These tabs allow for navigation between the different advanced tool windows.
Advanced tool window

This window shows the data for the Advanced tool selected. The window can be moved, popped out and re-sized.
To browse through each of these views, click on the appropriate tab. You may also open a view from the View menu.
To close the current view at any time, press CTRL+F4. To open any closed view, select it from the View menu.

The status bar, at the bottom of the workspace shows the current status of the application or status of the activity in
progress.

Disk Layout Overview

The purpose of Disk Bay Layouts is to match KillDisk's graphical representation of your disk configuration to your
physical hardware configuration, making it easy to manage your disks for Erasure, Examination, Cloning and more.
To illustrate this, let's look at an example, using the hardware below:

Figure 6: Example of a generic disk array

In the above example, we have a generic disk array consisting of 16 disks, arranged in a 4x4 grid. The machine using
these disks would see the disks similarly to KillDisk's Local Devices view, as depicted in the Figure below:
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1A

File Actions View Tools Help

- . - . Virtual Logical Manager @ &
B 3 =« | s = ECE
- ‘ = . _ . _ Name Value
Refresh  Erase Disk Wipe Disk Examine Disk Stop Stop A File Browser Disk Viewer ~Virtual Manager
[ View » &3 Customize v Name Virtual 1
N Platform Name Device
‘ﬁﬂ :Irt:al Logical Manager 0 & BIOS Name
eady .
Virtual LVM DEVICE IS INVALID Product Nanjls.f Virtual |
Serial: JrK9xL-nepd-KNgH-Hlix-ia06-RV Product Revision  vgl
Type: Virtual Manager Serial Number JrK9XL-t
i e
Status Ready
= sda =] =
=y e Type Virtual |
- Ready Unallc | BOOT ||Active | Unallocated vDeyP o
ATA ST31608155V Size! 7 | dev/ ||dew/ ||Size:149 GB prcalSiza
Serial: SRX6BAWV Type: Fixed Disk sdal) | sda2) Size 0 bytes
Size: 149 GB | File Sy: ||File Sy: Free Space 0 bytes
Unallocated Span 0 bytes.
o sdb = -
=y ~ Device Geometry
Ready Unallocated s ) :
Size: 1.82 TB Partition Style Virtual |
ATA ST2000DM001-9YN1 ZE - I
Serial: W2FOL4KT Type: Fixed Disk arttoning
Size: 1.82 TB Total Sectors 0
Bytes per Sector 512
e sdc =] i
=y — Sectors per Track  4,294,9
Ready Unallc | BOOT ||Active ||Unallocated Tracks per Cylinder 4.294,9
ATA ST32000542A5 Size: 7| dev/ ||dev/ ||size:1.82TB Aol ols LT ol
Serial: 6XW1EGSZ Type: Fixed Disk sdcl) |/sdc2) Disk Hidden Areas Unsupp
Size: 1.82 TB File Sy || Fite Sy:
"ﬂi' sdd =]
S Ready
ATA ST3320310CS S U C ‘ E S S
Serial: 9TX086KL Type: Fixed Disk
Size: 298 GB
-l

Figure 7: Local Devices view

Now imagine inserting a Hard Disk Drive into the bottom-leftmost bay of the disk array and wanting to perform an
operation on it. Even finding the device in a list of 15 other disks would be tedious and not very intuitive. This is
where creating a Disk Bay Layout is extremely useful. By creating a 4x4 Disk Bay Layout, we can map the physical
ports to their corresponding Bay in KillDisk and visually see our disk array like this:

File View Actions Tools Windows Help

FH pisk Explorer E3 | 4 Disk bays layout [ Application Log view (2] | ] Acme corp [ | B US DoT Examination [ | B Secured [

[
EraseBatch ~ g@ Examine Batc ¥ [ Sto; g Refresh [pl Erase Disk  ~ [ Assignw H Detach
ol a8 [ Wi dssion= g

liew » {3 Settingsw

1 2 3 a

) New Disk B... B New DISK Burs [\ cians. ) New Disk B... © New Disk B...

No Disk Ready T No Disk No Disk

phy-10:1 NO DISK phy-10:5 e phy-10:9 NO DISK phy-10:13 NO DISK
Type: Fixed Disk,  Size: 1.82TB

) New DiskB... B New DSk B [y o e ions [ New Disk B... © New Disk B...

o Disk [y Serial Number. 6XW1ASM1 o Disk o Disk

phy-10:2 NO DISK phy-10:6 Platform ID: flaviadt phy-10:10 NO DISK phy-10:14 NO DISK
Type: Fixed Disk.  Size:1.62TB

OEoEmts Ee::yw Disk B [0 ?E::yw Disk B [ oseiAS Dirte

’ Serial Number: SX\W00QS4 Serial Number: EXWAXWQ7 <

phy-10:3 NO DISK phy-10:7 Piatform 0 Adeviadg phy-10:11 ey | phy-10:15 NO DISK
Type: Fixed Disk,  Size:1.82TB Type: Fixed Disk.  Size: 18278

B e D B e B e D B [ inns B e D B [ inns B e Dk D o cnns

e Serial Number: SXW1HP2Y s Serial Number: SXW1BX4V 1z Serial Number: EXWH4AHV o Serial Number: 6XW1FYYQ
T Platiorm ID: /devrsdd A Platform ID: fdevisdh phy- Platform ID: /dev/sd) = Platiorm ID: fdevisde
Type:Fixed Disk;  Size: 182 T8 Type: Fixed Disk;  Size:1.82TB Type: Fied Disk;,  Size: 18278 Type: Fixed Disk,  Size: 1828

Figure 8: Disk Bays view

Assuming that the bays were mapped correctly, finding the correct disk to manipulate now much easier in the Disk
Bays view than it would have been in a list view. You can now select the bottom-leftmost disk in the Disk Bays view
and perform any necessary actions on it.

Create a new Disk Bay Layout
In the KillDisk toolbar, select Tools > Disk Layout Editor, or shortcut CTRL + M.

File View Actions Tools Windows Help

Ff viskExplorer £ [ Disk layout Editor M for
[E¥ Open SMART Meniter @ H
Erase Batch  E: esh IFe] Erase Disk ™ Assign Detach
Btjfé | aid B i

jew, {3 Settings,

B New Disk Bay 3
Unassigned

Figure 9: Opening the Disk bays layout tab
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This will bring you to the Disk Bays Layout tab, where you can manipulate, save, import and create Disk Bay
Layouts.

File View Actions Tools Windows Help

I Disk Explorer % | [ Disk bays layout X | [} application Log view X

@ Layout %E Save Layout @ Add/Insert Row ’Iﬁ Move Row Down ﬁi: Delete Row ﬁ Add/Insert Bay 1* | 1 ‘L;A ;‘ l

| # Bay Label Port (BUS) key Device Name Batch name Locked

i Chassis row 0
1 D31 N/A
2 [H{D-32 N/A O]
3 [ D33 N/A O
4 [H D34 N/A O
5 [H| D35 NjA O
6 |H|D-3-6 N/A |
7 [H| D37 N/A
8 [H|D-3-8 NJA ]
9 [H#|D-3-9 NJA [
10 [# D-3-10 NJA O
11 | D-3-11 NJA
12 [ D-3-12 NJA
13 [7 D-3-13 NIA
14 [ D-3-14 N/A
~ Hf Chassis row 1
6 p-2-1 N/A

B D-2-2 phy-11:3
B D-2-3 phy-11:2
= D-2-4 phy-11:1

[ D-2-5 phy-11:0 N/A
[ D-2-6 phy-11:7 N/A
M D-2-7 phy-11:6 N/A
= D-2-8 phy-11:5 NJA
5| D-2-9 phy-11:4 N/A
#| D-2-10 phy-11:11 NJA
&f D-2-11 phy-11:10 NJA O]
i} D-2-12 phy-11:9 NJA O
i| D-2-13 phy-11:8 NJA O
&) D-2-14 phy-11:15 NJA |
| D-2-15 phy-11:14 N/A O

Figure 10: Opening the Disk Bays Layout tab

Here we are looking to create a new layout, so get rid of the current layout shown by clicking Layout > New Layout
Wizard .

Disk Explorer

Disk layout editor [E) ‘

5e & 3

I; u'l': Save Layout  Addfinsert Row Move Row Up Move Row Down

@ New Layout Wizard 5) key | Platform Wame | Used in batch

% Import Layout

g5 Export Layout as... 16
# Clear Layout ):21
):22

& Revert changes
— ¥ 1:23

5 [ Disk Bay 15 03:00.0:04
6 [ Disk Bay 16 03:00.0:05

Figure 11: Creating a new layout

This will launch the Disk Bay Layout Wizard
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[H Create new Disk Bay Layout wizard 7 x

Hﬂ Generate Disk Bay Layout

Physical disks are presented by disk bay controls grouped in rows to simulate actual hardware layout for easy
maintenance and visual hot-swap operations. Select one of the predefined chassis layouts [recommended] or
let the application generate a layout by defining the number of bay rows and amount of disk bays for each row.

You can edit the active disk bay layout at any time in Disk Bay Layout tabbed view.

-

@ Generate default disk bay layout
Disk bay rows: |4 Disk bays per row: |8

O Automatically generate disk bays for all discoverad disks

O Create empty layout for manual editing

Execute Cancel

Figure 12: Disk Bay Layout Wizard

This configuration of a new layout can be done in one of three ways:

Load predefined layout

Here you can find one of our predefined layouts that may fit your system. If an appropriate layout is not listed,
you may try the next option.

Generate default disk bay layout

Define your systems in terms of a disk array, arranged in a X by Y grid of disks. You may make adjustments to
this later, so this may just be a base to start from.

Automatically generate disk bays for all discovered disks

Defines your Disk bay layout based on the disks recognized by your system's device manager. The disks will be
placed in their own individual row when the layout is generated.

Create empty layout for manual editing
Defines a blank layout with no disks, so they can be added in the Disk Bay Layout window later.

(1] Warning: Make sure to save the old layout by selecting Layout > Save Layout before creating the new
layout, or your old layout WILL be lost.

With the old layout cleared out, you now have a new layout ready to be configured to your machine.

Adding and Deleting Rows and/or Bays

Disk bay layout consist of disk bays grouped by row to maximize mocking effect of an actual disk bay mounted in
hardware unit. To design bay layout, simply use the Add Row or Add Bay buttons to create additional rows/bays
to work with. When a bay is selected, the Delete Bay button can be used to delete the individual bay. When a row is
selected, the Delete Row button will delete the row and all the bays contained within it.

Map disk bays to physical drives
In Disk Layout Editor you can map actual physical bay to its GUI representation (disk bay widgets) in two ways:

» Assign platform name to disk bay widget
» Assign disk port of physical disk controller to disk bay widget
* Assigh bay to a particular batch
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] Important: Due to different hard disk controller manufacture standards and platform limitations, physical
disk port address format may vary.

Note: If both, platform name and disk port, are assigned to disk bay widget then platform name is used for
disk bay mapping.

F

To make and assignment, double click in either Platform Name , Port (BUS) key or Used in batch column in
correspondent disk bay line to initiate editing. Enter platform name as text or disk port as masked text. You can use
drop down list of all detected physical disk controller ports for immediate port assignment.

You can also edit disk port in disk bay widget from main view by using context menu of disk bay widget.

Saving and Reverting changes
Use the Save Layout button to commit any changes to the layout to the application views.

Note: Save Layout will apply current change to the KillDisk session so the changes will be seen in the Disk
Bays explorer views and even be loaded in upon future application launch. These changes will not affect
the .dbl file, however, so be sure to commit any important changes using the Save Layout command.

]

Click Layout > Revert Layout to revert any changes you made to the layout.

Export and Import of Disk Bay Layouts

Once a disk bay layout is configured, it can be saved and later used with other KillDisk configurations. This is done
with the Export and Import features.

Exporting a Disk Bay Layout

Layouts are saved using the disk bay layout command tool bar's commands. Select Layout, then Export Layout as...
in the drop down list of commands. This will open a dialogue where the layout can be configured by setting the Title,
description, file name and path to save the layout to. Once these settings are configured, click Save and the layout will
be saved as a .dbl file in the specified location.

% Save disk bay layout as...

To save disk bay layout in separate profile provide file name, title with brief
E description for future reference and dick Save button to confirm the action.

Title:  Disk bay layout

Description: Disk bay layout profile

(]

Disk bay layout profile:  disk-bay-layout.dbl

Save Cancel

Figure 13: Export disk bay layout dialog

Title

Enter any label to distinguish newly created disk bay layout to differentiate it among other disk bay layouts.
Description

Describe any specifications, features or particularities of the new disk bay layout.
Layout profile name

Select the name of the file that the disk bay layout will be saved as. File extension should remain as .dbl.
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Importing a Disk Bay Layout

Saved disk bay layouts are imported into separate KillDisk sessions using the import feature. In the command tool
bar, select Layout and Import Layout. Sclect the desired disk bay layout (.dbl file) in the file explorer window and
click Open.

This will import the disk bay layout into the current KillDisk session. Finally, click Save layout to update the disks in
the Disk Explorer and the import should be complete.

Formatting Disk Bay Layout

Once a disk bay layout is created, there are a number of actions that can be performed to format or manipulate the
layout and appearance of the disks in the KillDisk application.

Naming Disk Bays

To make disk bay widgets easier to navigate, they can be renamed by simply double-clicking on the existing bay label
and typing in a new name, shown in the Figure below:

= HH Chassis row D

1 Eﬂi Master Bay ﬁ N/A
2 [ New Disk Bay 1 N/A [
3 [H] Disk Bay 1 2 NAA O
4 [H] DiskBay2z 5 NAA O

Figure 14: Renaming bays

Changing Row and Bay positioning

Configured bay widgets may be moved around to accommodate changes in physical configuration or fix mistakes
in creating the layout. This is done quite simply by selecting the bay that needs to be moved, and clicking the Move
Bay Up and Move Bay Down buttons. Similarly, bay rows can be manipulated by selecting the row in question and
pressing the Move Row Up and Move Row Down buttons.

Adding more Rows and Bays

Click the Add/Insert Row or Add/Insert Bay toolbar buttons to add row or bay at current position.

Deleting Rows and Bays

Click the Delete Row or Delete Bay toolbar buttons to remove row or bay at current position.

Saving and Reverting changes
Use the Save Layout button to commit any changes to the layout to the application views.

Note: Save Layout will apply current change to the KillDisk session so the changes will be seen in the Disk
Bays explorer views and even be loaded in upon future application launch. These changes will not affect
the .dbl file, however, so be sure to commit any important changes using the Save Layout command.

(5

Click Layout > Revert Layout to revert any changes you made to the layout.

Layouts Advanced Features

Once a disk bay layout is created, there are a number of actions that can be performed to format or manipulate the
layout and appearance of the disks in the KillDisk application.

Locking Disks

In order to prevent accidental deletion of important disks, KillDisk supports locking of disks. Once a disk is locked,
no write operations are allowed to be performed on the drive. To do this, simply find the disk that needs to be locked
and execute Lock menu command from the Edit menu..
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( File m View Tools Help = T — -
HH Di Layout ';editor B

| HEE 4 Add/Insert Row J;IJ\ == T m ﬁ E—
Layot & Move Row. Do w Move Row Up ove Row Down  Delete Row Addfinsert Bay Move Bay Up Move Bay

i # § Delete Row gey | Platform Name |Used in batch | Attributes

E v EH 5 Addfinsert Bay

ig . Move Bay Up | ocked Locked to prevent accidental data loss

| % Move Bay Down

H {H} Delete Bay

g @ Lock

o [ Clone Source
3| [l Auto Erase
i
2H Revert changes
'- 9 'E Disk Bay 19 03:00.0:08 Locked; Locked to prevent accidental data loss
i

Figure 15: Locking a disk to prevent accidental destruction

Locking Clone Source

Disks that are planned to be used as master copy for Disk Cloning on page 34 could be marked in disk bay layout
by selecting disk bay and clicking Clone Source from the Edit menu. Thus disks marked this way will be protected
from accidental destruction and also will be available in list devices as source for disk cloning.

Auto Erase

Auto Erase feature designed to speed up disk wiping process in scenario when many disks must be erased with the
same erase attributes with less user interaction. When disk is inserted in a bay marked as Auto Erase then disk erase
procedure will start without any introduction or confirmation dialogs. However you will see 30 seconds countdown
started on disk bay about to be erased and may cancel this action by selecting disk bay widget and clicking Stop
button in view's toolbar or in context menu.

= 70% total progress (as superuser)
file [[ZI view Tools Help

e Di_ EYOUE > editor B
% Add/insert Row : 1
R R R
® Move Row Up 1] b 4 TR £ ) I
Layo I w Move Row Up Move Row Down Delete Row Addfinsert Bay Move Bay Up Move Bay Down Delete Bay
el ( (
# 1 B X gey | Platform Name |Used in batch | Attributes
% Delete Row £

I% Add/Insert Bay

&1 Move Bay Up Locked; Locked to prevent accidental data loss
s Move Bay Down

I Delete Bay

B Lock

[ clone source

[ Auto Erase

23: Revert changes
- 9 IB] Disk Bay 19 03:00.0:08 Auto kill; Any disk inserted in this bay will be erased automatically without notice

Figure 16: Enabling Auto Erase

i} Caution: Use this feature with extreme caution — be sure that inserted disk is intended to be erased and
appeared in a right bay. You will have 30 seconds to abort disk erasure.

Saving and Reverting changes

Use the Save Layout button to commit any changes to the layout to the application views.
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B Note: Save Layout will apply current change to the KillDisk session so the changes will be seen in the Disk
Bays explorer views and even be loaded in upon future application launch. These changes will not affect
the .dbl file, however, so be sure to commit any important changes using the Save Layout command.

Click Layout > Revert Layout to revert any changes you made to the layout.

Disk Explorer

The Disk Explorer is the main interface for the KillDisk application. Here, disks are visualized, can be selected and

manipulated. The status of any procedures performed on the disks can be seen here, new procedures like erasure can
be initiated.

v

KillDisk for Industrial Systems (as superuser)
File Actions Edit View Tools Help

8 o % U U8 0@, 4

I [}:>> - J r [El E‘. iL -Q§

| Refresh Run batec Erase Disk ipe Disk  Examine Disk Stop Browse Disk Disk Viewer
[

E View w 3 Customize v

1 2
.E Disk Bay 11 Ready Port: 03:00.0:16 .E Disk Bay 35 Ready Port: 04:00.0:00
E R A S E D E R A S E D
'E Disk Bay 12 Ready Port: 03:00.0:21  Disk Bay 36 Port: 04:00.0:01
ATA 5T3320311CS ATA 5T3320310CS
Serial: BVVCXS82 Type: Fixed Disk Serial: 9TX095LR Type: Fixed Disk, Dynamic
Size: 298 GB Size: 298 GB
B Disk Bay 13 Ready Port: 03:00.0:22 M Disk Bay 37 No Disk Port: 04:00.0:02
ATA ST3320311CS
Serial: 9VVF4648 Type: Fixed Disk NO DISK
Size: 298 GB

Figure 17: Disk Explorer

Supplementary toolbar helps to execute frequently performed tasks. It contains the following buttons with drop-down
menus :

View
The disk explorer supports a range of different views to use when performing KillDisk's actions, each with their
own customizable settings for different use cases.

Customize

These settings let you customize appearance for better experience for each view. Disk bay positioning and the
type of information displayed, such as partition view, can be toggled here.

Disk Bays View

This view visually displays the disks configured in the Disk Layout Editor. The bays are grouped by their row,
colored by the batch color, and show the current status of the disk. If any operations are being performed on the disk,
the operation and progress are displayed.



v

File Actions Edit View Tools
® 5. B
Refresh  Run batch Erase Disk

5 View = {2 Customize »
1
[E Disk Bay 11 Ready Port: 03:00.0:16

E R A S E
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KillDisk for Industrial Systems (as superuser)

Help

=
Bup,

S

Examine Disk Stop

tal =

Browse Disk Disk Viewer

2

.E Disk Bay 35 Ready Port: 04:00.0:00

E R A S E D

E Disk Bay 12 Ready Port: 03:00.0:21

'ATA 5T3320311Cs
Serial: BVWCXS82 Type: Fixed Disk
Size: 298 GB

H Disk Bay 13 Ready Port: 03:00.0:22

E Disk Bay 36

ATA 5T3320310CS
Serial: 9TX095LR Type: Fixed Disk, Dynamic
Size: 298 GB

Port: 04:00.0:01

M Disk Bay 37 No Disk Port: 04:00.0:02

ATA ST3320311C5
Serial: 9VVF4648 Type: Fixed Disk
Size: 298 GB

Figure 18: Disk Bays view

Customize menu
Show partitions

NGO DISK

Show or hide additional layout for partitions and volumes.

Show removable devices

Show or hide additional layout row for removable devices.

Rows as Columns

This setting can be toggled on/off to display the rows (defined by the disk bay layout) as columns in the Disk

Bays view.
Vertical Bays

This setting can also be toggled to change the orientation of the bays from horizontal to vertical and backward.

Show Disk Bays in Tree View

Switches Disk Bays view to tree view related to the one confifured in Disk Layout Editor.

Disk Layout Editor

Opens Disk Layout Editor in a separate tab for current layout customization or creating a new layout.

My Computer View

The My Computer view presents the disk bay layout in a standard list form, much like the disks would be shown in
an explorer. Disk bays are grouped by row and can be colored according to their batch color. Information such as disk
status, serial number, partitioning are shown in list form next to their respective disk bays. Properties window at the
right side displays attributes of the currently selected object.
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File Actions View Tools Help

% %’ ] BOOTX64.EFl Properties & &
i | =
& Name Value

| Refresh  Disk Viewer Map Network Share Mount Disk Image

~ General Information

| [ View » B Customize » Name BOOTX64
« i) My Computer | Name Size Date Created Date Modified Date Accy ;;I;[t:::th 'L,E:::l??ol
v &y sda (i) BOOTX64.EFl 1.11 MB 2018-05-23 9:36 AM 2018-05-23 9:36 AM 2018-05-] Size 1.11 MB
@ Unallocated Space 53] GRUB.EFI 985 KB 2018-05-23 9:36 AM 2018-05-23 9:36 AM 2018-05-] e File
w 3 BOOT (/dev/sdal) |ii| GRUB.CFG 3.13 KB 2018-05-23 9:36 AM 2018-05-23 9:36 AM 2018-05-] | attributes
i EFl File Attributes Archive
| BOOT Date Created 2018-05-
R Active@ LiveCD (/dev/sda2 Date Formatted
@ Unallocated Space Date Accessed 2018-05-
« &y sdb w Advanced Properties
@ Unallocated Space ID 64 |
- & sdc : Parent ID 64
@ Unallocated Space 1k Total Sectors 2,275
} ‘= BOOT (/dev/sdcl) Cluster Chain Size 1
@ Active@ LiveCD (/dev/sdc2 File Entry Position 25,152 b
@ Unallocated Space File Entry Length 32
~ @ sde

@ Unallocated Space

Figure 19: My Computer View

Customize menu
Show My Computer

Displays all devices that are detected by the system device manager.
Show System Disk

Displays the disk containing the Operating System. This is 'off' by default to prevent accidental erasure of the
system.

Show Unallocated Partitions
Displays partitions that may not yet be formatted.
Show Devices
Switches between display of devices (physical disks containing volumes) and just volumes display.
Show Removable Disks
Displays removable media storage (USB Flash Disk, External USB,...).
Show Not Ready Devices
Displays devices that may not yet be initialized and accessible by the OS.
Navigator Pane

Toggle Navigator Pane (are on the left hand side of device view)

Local Devices View

Local Devices view shows all disks recognized by the system and available for application in a list view:



File Actions View Tools Help

Refresh Erase Disk Wipe Disk Examine Disk

[ View » {3 Customize »

B s = g

i
i
R

File Browser Disk Viewer

Figure 20: Local Devices View

Customize menu
Show System Devices

o Virtual Logical Manager 0 B

h'iﬂ Ready

Virtual LVM DEVICE IS5 INVALID
Serial: JrKOxL nepd-KNqH-Hilx la08 RV

Type: Virtual Manager

Ghoa: £ barbe

F ‘:_’ sda B |

" Ready Unallc | BOOT | [Active ||Unallocated
ATA ST31608155V Size: 7 ||dev/ | dew/ ||Size: 148 GB
Serial: SRX6BAWV Type: Fixed Disk sdal) | sdaz)

Size: 149 GB File Sy: | File Sy:

s sdb =]

- Ready Unallocated

ATA ST2000DMO01-9YN1 Size: 1.82 TB

Serial: W2FOL4KT Type: Fixed Disk

Size: 1.82 TB

s Q" sdc B | S— —

7 Ready Unalle | BOOT | Active | Unallocated
ATA ST32000542AS Size: 7 ||dev/ | dew/ ||Size:1.82 TB
Serial: 6XW1E6SZ Type: Fixed Disk pdcl) | sdc2)

Size: 1.82 TB File Sy: | File Sy:

‘.Ai, sdd (=]

o Ready

ATA ST3320310CS S U ( : ( E
Serial: STX086KL Type; Fixed Disk

Size: 298 GB

Displays the disk where Operating System installed.

Show Not Ready Devices

Displays devices not yet initialized and usable by the OS.

Show Removable Devices

Displays all removable disks, such as USB's and externally connected disks.

Compact View
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LA

Virtual Logical Manager ... @ &

Name Value

w Virtual Manager
Name Wirtual |
Platform Name Device_
BIOS Name
Product Name Virtual |
Product Revision ~ vgl
Serial Number JrK9xL-t
Status Ready
Type Virtual |

~ Device Size
Size 0 bytes
Free Space 0 bytes

Unallocated Span 0 bytes
~ Device Geometry

Partition Style Virtual |
Partitioning MAN (B
Total Sectors. 0

Bytes per Sector 512

Sectors per Track  4,294,9

Tracks per Cylinder 4,294,9
Disk Hidden Areas Unsupp

Cleans up the disk view by hiding all partition information and only displaying key points of information about

the disks.
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Using KillIDisk

KillDisk Industrial is a powerful industrial tool to provide disk erasure solutions for large workstations with
many disks. The features in the KillDisk Industrial software are built with this goal in mind. This section outlines the
key features of KillDisk and how they are used to erase single disks to large batches. Much of the software is highly
customizable and this guide will help get you started with configuring KillDisk for your particular system, and using

KillDisk to its' full potential.

5 Note:
It is important to properly set up your KillDisk layout before using any of the features, so read and follow the
steps to do this in the Disk Layout Editor section, if you have not already.
Disk Erase

KillDisk is an extremely powerful tool for secure disk erasure. Individual disks or batches of disks can be erased
to any desired standard with just a few clicks. The process to achieve this is outlined in this section.

1. Select a disks for erasure

Use Disk Explorer on page 23 to select disk bays.
2. Open Erase disks dialog dialog using one of the following methods:
* Click the Erase command in the action toolbar
* Click Actions > Erase Disk command from main menu
* Click Erase Disk command from context menu
* Click Run Batch > Named batch command from toolbar or from Actions main menu to erase disks in
predefined disk batch.

File Actions View Tools Help

e - -
B s = Ko

Refresh se Disk File Browser
. | Erase selected disks or partitions. L

i Phys
Ready Unalloc
KINGSTON SVI00537A60G Size: 0.5

Figure 21: Initiating the Erase operation

3. Confirm erasure options

Disk Erase options dialog pops up:
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o Erasing storage devices in 1 disk bay(s) (as superuser) x

@ Run Erasing storage devices in 1 disk bay(s) disk batch
Disk batches are used for automated actions applied for group of disks with the same action attributes at once.

= > = ¥
7 = . it
= KV o B e B B o, » & o
Show start Disk Disk Erase Erase Show complete
dialog Examination options Certificate dialog

) Eﬁi General Options Disk Erase options

-~ Define default disk erase attributes and options
» gg Disk Examination

I @ ® Disk Erase options

—~ Erase method: | US DoD 5220.22-M [3 passes; verification required] x|
Erase Certificate 1= .
v8 Verify erasure of [10% |3| on each disk
% Processing Report E3 Initialize disk(s) after erase
N [ 29 E-Mail ] Write fingerprint to first sector
Notifications .
=] Fingerprint: |Erased by KillDisk for Industrial Systems Ip to 256 symbc
@* Print disk labels
L @ Error Handling Erase Confirmation

© Use keyphrase to confirm erase

Keyphrase |ERASE-ALL-DATA

) Use randomly generated keyphrases to confirm erase

No keyphrase confirmation

of Press Start to begin batch processing

Restore Defaults | Cancel | Start
Figure 22: Disk Erase Options

Use tabbed views to adjust disk erasure options if necessary. Available options:

* Disk Examination Options on page 54 [optional in Industrial & Desktop only]
» Disk Erase Options on page 52

» Certificate Options on page 56

*  Report Options on page 58

*  Email Notification Options on page 65

» Labels Options on page 60

» Error Handling Options on page 63

Use Disk Examination Options on page 54 page in application preferences to specify disk grading attributes if
necessary.

If single disk is selected for the Erase Disk command, disk area to be erase can be specified:

=¥ Erase Disk X

-

Erase Disk
"? Erase data on disk within selected boundaries

=7 PhysicalDrived Ready ST2000VN004-2E4164 Serial: Z5230CZR Tvpe: Fixed Disk Size: 1.82 TB B
5
Unalloca | BACKUPS (H:) Unalloca
Size: 1.0C || File System: NTFS Size: 1.82 TB Size: 1.08

© select all disk space O Select all volumes O Select all unallocated space O Select exact disk area

Figure 23: Erase Disk - Area Selection

Select all disk space
Entire surface of the disk will be erased
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Select all volumes
Select for erase the only disk's space where live volumes located
Select all unallocated space
Select for erase the only disk's unallocated area, the space where no live volumes exist
Select exact disk area
Allows you to use the sliders on the visualization of your disk to select a particular range of sectors for
erasure.

You may also click on individual partitions and the selected individual partitions will be erased.

Click Start button to go to the final confirmation dialog:

Confirm action (as superuser)

Eﬁ.’ Are you sure you want to erase (kill all data) on selected disks?
.

Confirm Erasing test action by typing keyphrase.
Keyphrase: ~ERASE-ALL-DATA

User response: |ERASE-ALL-DATA

Cancel OK

Figure 24: Disk Erase Confirmation

Click OK button to begin disk erase process.

. Observe erase process

If Disk Examination Options on page 54 was selected then disk examination will started first. Depending on
examination outcome at second stage - disk erase begins.

Once the Erase procedure begins, you will see the disk bay represented as a progress bar and it will show the erase
method and progress of that disk operation. The progress bar represents the percentage of data left to erase on the
drive, with the corresponding percentage shown. As the procedure progresses, the percentage will decrease, and
the red bar will get smaller.
The remaining time will also be seen and progress in the operation will be displayed, as shown below:

Type: Fixed Disk, 55D Size: 29.8 GB

Q’ PhysicalDrive3 1 Erasing PhysicalDrive3  progress: 8% elapsed: 03:09:24

= B

WwDC WD“:I:EFRX—SBF'{I‘NO One Pass Zeros: pass 1 of 1 (0x0

Serial: WD-WCCAJOPRX 95N 8% complete 01:3&:
Type: Fixed Disk Size: 932 GB

00)

= PhysicalDrived B
=V

R Microsofi | Unalloca || Partition W55 Unalloca

WDC WD32005D-01KNBO File Syster || Size: 0.98 || File System: Partition WSS Size: 298 GB Size: 328

Serial: WD-WCAMR2435935 Size:1281 [&
Type: Fixed Disk Size: 298 GB

Figure 25: Disk Erase Progress
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File View Actions Tools Windows Help

HH Disk Explorer [E3 i Disk bays layout [] Appli

| =L ] ]
‘ __“ Erase batchw __i Examine batch = __i Stopw

View » {23 Settings-

US DoD 5220.22-M

E Disk Bay 6
phy-10:14
NO DISK

Serial: 262620022181 Bz SR

Type: Fixed Disk, 55D Size: 29.8 GB

Figure 26: Disk Erasure in the Disk Bays View
'-;‘? PhysicalDrive3 B

Ready
WDC WD10EFRX-68FYTHO E R A S E D
Serial: WD-WCCAJOPRX9SN
Type: Fixed Disk Size: 932 GB

Q PhysicalDrived =] I —
Ready Microsoft | Unalloca || Partition WSS Unalloca
WDC WD32005SD-01KNBO Ele 5:5;:: Size: 0.98 || File System: Partition W55 Size: 298 GB Size: 328
Serial: WD-WCAMR2435935 ==
Type: Fixed Disk Size: 298 GB

Figure 27: Disk Erase Completed

If Disk Clone Options on page 56 was selected then after erase the final stage of this task begins - clone data
from source to all successfully erased disks.

When erasing completes you can review results and print an Erase Certificates on page 37 and Erase Labels on
page 40 for processed disks.

v

Erasing storage devices in 2 disk bay(s) (as superuser) x
IE% Erasing storage devices in 2 disk bay(s)

Disk batch processing completed successfully

Results Overview | Processing Attributes | Log

Title Status Examined  Erased (Wiped) Started at Duration =
v [ Disk Bay 36 Success Examined Erased 05/09/2018 18:38:10 00:00:50 Killing data completed
» of Disk examination Success No Errors 05/09/2018 18:38:10 00:00:07 Disk examination comp
L3 Q’ Killing data success No Errors 05/09/2018 18:38:19 00:00:41 Killing data completed
¥ [i Disk Bay 35 Success Examined  Erased 05/09/2018 18:38:10 00:01:01 Killing data completed
» J Disk examination Success Mo Errors 05/09/2018 18:38:10 00:00:04 Disk examination comp
b of Killing data Success No Errors 05/09/2018 18:38:16 00:00:55 Killing data completed |~
4 »

o Erasing storage devices in 2 disk bay(s) completed successfully

:_j Batch Processing Certificate has been issued and can be printed Print | Browse | Open
o self-adhesive erase labels for each disk has been printed | Print labels
& Batch Processing Report has been issued | Browse | Open

% Batch Processing Notification skipped

¥| Show this dialog next time

o)

Figure 28: Disk Erase Summary
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Disk Wipe

When you select a physical device, the Wipe command processes all logical drives consecutively, erasing the only
data in unoccupied areas (free clusters and system areas), leaving existing data intact. Unallocated space (where no
partition exists) has been erased as well.

B Note: If you want to erase all data (existing and deleted) from the hard drive device permanently, see Disk
Erase on page 27.

If KillDisk detects that a partition has been damaged or that it is not safe to proceed, KillDisk does not wipe data in
that area. The reason it does not proceed is that a damaged partition might contain important data.

There are some cases where partitions on a device cannot be wiped. Some examples are an unknown or unsupported
file system, a system volume, or an application start up drive. In these cases the Wipe button is disabled. If you select
a device and the Wipe button is disabled, select individual partitions (drives) and wipe them separately.

1. Switch to Local Devices view

2. Select the device or a volume to wipe in the disk explorer view. You may select multiple devices/volumes to be
wiped out simultaneously

3. Click the Wipe toolbar button to wipe out all data in unoccupied sectors on the disk or one of its' partitions.
Alternatively you can execute Wipe command from Actions menu, or use the context menu

File Actions View Tools Help

% =g 0 & Koy ol

Refresh Erase Disk  Wipe q?rék. File Browser  Disk Viewer
U

Nipe data on selected disks or partitions. |

= PhysicalDrived
=¥

Ready Unalloc || NO NAI | Microso | Local D
KINGSTON SV300S37A60G Size: 0.9 || File Syst || Ale Syst. || File Sysi
Serial: 50026B72460A1667 Size: 10N || Size: 12E

Type: Ficed Disk, SSD Size: 55.9 GB

Figure 29: Initiating the Wipe operation
4. Confirm Wipe options
Use tabbed views to adjust disk wipe options if necessary. Available options:

»  Examine Disk Physical Integrity on page 32
* Disk Wipe Options on page 53

» Certificate Options on page 56

» Email Notification Options on page 65

» Labels Options on page 60

» Error Handling Options on page 63

* Report Options on page 58
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= Wipe Disk
-‘-[‘3 Wipe deleted (uhused) data on selected partitions
“F sdc Ready ATA ST32000542A5 Serial: 6XW1E65Z Type: Fixed Disk Size: 1.82 TB =
| — |
Unalloc ||BOOT {/ | Active@ ||Unallocated
Size: 77 ||dev/ dew/ Size: 1.82 TB
sdel) sdc2)
f!le Sys;n File
© select all partitions ) Select all volumes ) Select all unallocated space

™

é’i‘f} General options
S

.uf Disk Wipe options Erase method: | US DoD 5220.22-M [3 passes; verification required] v
%?R Erase Certificate yenry eras of |10% |7| on each disk

== . E) Wipe unused clusters
:‘-_"ﬁ? Processing Report B
2 | wipe metadata and system files area

@ EnngEancing Wipe slack space in file clusters

Figure 30: Selecting an an erase algorithm for the wipe
Select the areas of the disks to be wiped. With individual disks you may select individual partitions.

Click Start to advance to the final step before erasing data. The progress of the wiping procedure will be
monitored in the Disk Wiping screen.

To stop the process for any reason, click the stop button for a particular disk. Click the stop all button to cancel
wiping for all selected disks. Note that all existing applications and data will not be touched. Data that has been

wiped from unoccupied sectors is not recoverable.

Optional: Select the wiped partition click File Browser toolbar button to inspect the work that has been done.

KillDisk scans the system records or the root records of the partition. The Browser tab appears. Existing file
names and folder names appear with a multi-colored icon and deleted file names and folder names appear with a
gray-colored icon. If the wiping process completed correctly, the data residue in these deleted file clusters and the
place these files hold in the directory records or system records has been removed. You should not see any grey-

colored file names or folder names in the wiped partition.

You will see a confirmation dialog when the process is complete, where you may and print an Erase Certificates on
page 37

Note: If there are any errors, for example due to bad clusters, they will be reported on the Interactive screen

and in the Log. If such a message appears, you may cancel the operation or continue wiping data.

Examine Disk Physical Integrity

The disk examination feature is designed to scan the physical integrity of the disks selected for this operation. Disk
Examine step can be the preliminary step to Disk Erase, Disk Wipe and Disk Clone procedures.

To examine disks:

1.

Select disks or volumes for examination

Use Disk Explorer on page 23 to select one or more physical disks or logical volumes.

Open Examine Disk configuration dialog using one of the following:

Click the Examine Disk sxa%%gn‘sk command in the action toolbar
e Click Actions > Examine Disk command from main menu
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* Click Examine Disk command from context menu
* Click Run Bach > Named batch command from toolbar or from Actions main menu to examine disks in
predefined disk batch.

= Examine Disks (as superuser)

=y Examine Disks
] "
“g Examine selected disks

L
w@’}}( General options B Use Disk Examination Grades

« Consider disks with no read errors as First Grade and ready to use. Use color: I_ bt

/1y Assign Second Grade Lo disks that has from 1to 100

e . - ;
Disk Examination

- I
 Disk
@ Examination ...

) Processing Report bad sectors Use color: o

’ & Error Handling ® Consider Third Grade disks (falled) with bad sectors more then: 100 Use color: »

|
e .
Lé_@ Selected Disks

B Exclude unstable (disks with any errors) from further processes

o Press Start to begin processing

Restore Defaults | | Show Advanced Cancel | Start

Figure 31: Examine Disk Options

Confirm examination options
Use tabbed views to adjust examination options if necessary. Available options:

*  Disk Examination Options on page 54
» Error Handling Options on page 63
* Report Options on page 58

Use Disk Examination Options on page 54 in application preferences to specify disk grading attributes if
necessary.

= Note:

If only one disk was selected for examination than you can specify boundaries of examined area for
selected disk.

Click Start button to begin examination process.
Observe examination process

In the Disk Explorer on page 23, you will see the progress of the examination in the slot of the drive being
operated on. The progress will be shown as a progress bar, seen below:



File Actions Edit WView Tools Help

‘ﬁﬂl Disk Explorer B3 Disk Layout Editor [£]

® B . 48 3

Run Batch Erase Disk Examine Dis}

Refresh
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1
Disk Bay 11 Busy Examining sdd

progress: 5“|:| Disk Bay 35 Busy Examining sdg

om. 1o

L O

Stop Browse Disk Disk Viewer
2

progress: 3

Partial ination
57% complete lapsed 00:00:26

B Disk Bay 12 Ready Port: 03:00.0:21

| disk examination
37% com| 0:00:13 elapsed 00:00:21

B Disk Bay 36 Ready Port: 04:00.0:01

ATA 5T3320311CS5
Serial: BVWCXS82 Type: Fixed Disk
Size: 298 GB

ATA 5T3320310C5
Serial: 9TX095LR Type: Fixed Disk, Dynamic
Size: 298 GB

[E Disk Bay 13 Ready Port: 03:00.0:22

ATA ST3320311CS
Serial: 9VWF4648 Type: Fixed Disk
Size: 298 GB

.E Disk Bay 37 No Disk Port: 04:00.0:02

NO DISK

Figure 32: Disk examination progress

As seen in the image above, the green progress bar will fill the virtual drive slot in the KillDisk application. The
percentage of the examination completed and the estimated completion time will also be shown in the slot. Once
this process completes, the word E X A M I N E D will flash in the slot space.

When erasing completes you can review results for the processed disks.

Disk Cloning

In addition to securely erasing hard drives, KillDisk also allows you to write an image or copy a Master Disk to newly

erased hard drives with its' cloning feature.

To clone a disk or image to a disk after the erase procedure is completed, navigate to the Disk Clone tab when you
edit existing or create a new Batch, and check the Use Disk Clone box, as shown below.

Disk Clone

Make physical copy (clone) of a disk to multiple locations

*

I:‘ Use Disk Clone

Bl W o
Name Value

Disk image file File C\Program Files\LSoft Technal...

Figure 33: Disk Clone

Description

An existing disk image, or physical hard drive can be used as the Master Copy to be cloned to the newly erased
drive. For additional preferences and configuration see Disk Clone Options on page 55.



To configure a source image/disk for Disk Clone operation:

1. Navigate to the Disk Clone tab in the Batch settings, and check the Use Disk Clone checkbox

2. Select the disk image source from either image file or physical disk.

3. Specify which sector to start the copy to. If unsure, leave as '0'".
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Disk cloning is now configured so that when an Erase operation has completed, the source image/disk will be cloned

to the newly erased drive.

Mount Disk Image

To use file as a source of write a physical copy of file contents to one or several disks

1. To open the Mount Disk Image dialog, do one of the following:

P ~
| & Mount Disk Image &J
|- Select file name to mount [open) disk image from file, Successfully opened disk image will appear in devices tree and

== will be assigned to virtual disk bay.
Disk Image file name: | E
Caption (Display name):

File name

Full path to the disk image file

Caption

Enter any label to distinguish newly opened (mounted) disk image among other devices and disks.

Figure 34: Mount Disk Image dialog
2. Confirm and open disk image

Click OK to mount a Disk Image.

If disk image opens successfully then disk image node appears in Disk Explorer view and will be available as clone

source in Disk Clone Options on page 55 tab and in drop-down list of clone sources in task dialog.

Processing Summary

Once Ki11Disk's finishes processing any task, such as disk erasure or disk examination, a task complete dialog will
appear with a summary of the task, containing all of the information pertaining to the operation. For example, this

includes information like disks operated on, status of erasure and all associated certificates and reports.
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| » Erasing storage devices in 2 disk bay(s) (as superuser) x

E@ Erasing storage devices in 2 disk bay(s)

Disk batch processing completed success

| | Results Overview | Processing Attributes | Log

Title Status Examined |Erased (Wiped) Started at Duration =
& Disk Bay 36 Success Examined Erased 05/09/2018 18:38:10 00:00:50 Killing data completed
| » of Disk examination Success Mo Errors 05/09/2018 18:38:10 00:00:07 Disk examination comp
| r J Killing data Success No Errors 05/09/2018 18:38:19 00:00:41 Killing data completed
! |~ B pisk Bay 35 Success Examined Erased 05/09/2018 18:38:10 00:01:01 Killing data completed
b of Disk examination Success Mo Errors 05/09/2018 18:38:10 00:00:04 Disk examination comp

» of Killing data Success No Errors 05/09/2018 18:38:16 00:00:55 Killing data completed |~
4 [ ]

o Erasing storage devices in 2 disk bay(s) completed successfully

;g Batch Processing Certificate has been issued and can be printed | Print | Browse | Open :
o self-adhesive erase labels for each disk has been printed | Print labels
o Batch Processing Report has been issued | Browse |  Open
% Batch Processing Notification skipped

¥| Show this dialog next time

=0k |

Figure 35: Example of task complete dialog after disk erasure

The successful erasure window contains the features of the successful erasure, discussed further in this section.

Devices

All devices erased are displayed with their erasure status in list format at the top of the notification.
Disk Examination Status

Specifications of the examination procedure are listed and the status of the examination is reported.
Disk Examination Report

Verifies that the examination report has been saved and specifies the path to the saved report. Allows user to
examine the .xml examination report by pressing the Browse button.

Disk Grade Assignment Status
Confirms the inclusion of the disk grade assignment operation, based on disk integrity examination results.
Erasure Status

Details the status of the disk erase operation showing the erasure specifications and status with which the erasure
was completed.

Disk Erasure Certificate

Verifies that the erasure PDF certificate has been saved and specifies the path to the saved report. Allows user to
examine the certificate by pressing the Open button.

Disk Erasure Report

Verifies that the erasure report has been saved and specifies the path to the saved report. Allows user to examine
the .xml erasure report by pressing the Browse button.

B Note: The Wipe operation will produce a similar processing summary for the disk wipe

Certificates, Labels and Reports

Ki1l1Disk maintains the highest standards in disk erasure, and with that, provides extensive documentation options
for its' operations through Reports , Labels and Certificates. This section will discuss these features in length.
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Erase Certificates

Overview

KillDisk provides PDF certificates of erasure upon the completion of data erase operations. These certificates may
be customized to include company-specific information and notes specific to the particular procedure. Configuring
these custom settings is outlined in the Certificate Preferences section of this guide. A sample of the certificate is
shown below:

File Actions Edit View Tools Help

B . s 4 5 s la

Refresh  Run batch Erase Disk Wipe Disk _Examine Disk _Stoj Browse Disk _Disk Viewer

My Computer Properties 3]

Name Walue

= System Information

[5| View » 33 Customize v * Certificate-Erasing storage devices in 1 disk bay(s)-Success-2018-09-19-13-20-28.pdf — Certificate (assup - + %
1 File Edit View Go Bookmarks Help

H Disk Bay 11 Ready Port: 03:00.0:16 |
r ¥ o 4 Previous ¥ Next ‘ (10f2) | 100% w7

E R A S E D
KillDisk for Industrial Systems

|

B Disk Bay 12 Ready Port: 03:00.0:21

ATA ST3320311CS
Serlal: BMVCXS82 Type: Fixed Disk
Size: 298 GB

B Disk Bay 13 Ready Port: 03:00.0:22

ATA S§T3320311CS
Serial: 9WVF4648 Type: Fixed Disk
Size: 298 GB

B Disk Bay 14 Ready Port: 03:00.0:23

ATA ST2000DMOO01-9YN1
Serial: W2FOLAKT Type: Fixed Disk
Size: 1.82 TB

B Disk Bay 15 1o D1 Port. 03:00.0:04 BATCH PROCESSING CERTIFICATE

NO DISK

Date: September 19, 2018
Time: 13:20

= Disk Bay 16 No Disk Port: 03:00.0:05

NO DISK Technician information

Name: Technician

© Disk Bay 17 Mo Disk Port: 03:00.0:06

NO DISEK Batchname: Erasing storage devices in 1disk bay(s)
4 Started at: 19/09/2018 09:46:01
Duration: 03:34:26
Result: Erasing storage devices in 1 disk bay(s) processing completed successfully

Qutput
2:19:40 PM EDT: Validating disk Fi
1:20:27 PM EDT: Validating disk 'Fi
12:43:06 PM EDT: Validating disk 'Fi

11:59:41 AM EDT: Validating disk 'Fi Disk Erase Attributes
11:14:44 AM EDT: Validating disk 'Fi Erase Method: US Dol 5220.22-M, 3 passes
S PO Verification: 10%

Figure 36: Disk Erase - Batch Certificate - First Page
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File Actions Edit View Tools Help

KillDisk for Industrial Systems (as superuser)

® g
e | I .
22 - = [
View » (&3 Customize »
1
@ Disk Bay 11 Ready Port: 03:00.0:16

E R A S E

D

B Disk Bay 12 Ready Port: 03:00.0:21

ATA ST3320311CS
Serlal: BVVCXS82 Type: Fixed Disk
Size: 298 GB

M Disk Bay 13 Ready Port: 03:00.0:22

ATA ST3320311CS
Serial: 9WVF4648 Type: Fixed Disk
Size: 298 GB

B Disk Bay 14 Ready Port: 03:00.0:23

ATA ST2000DM001-9YN1
Serial: W2FOLAKY Type: Fixed Disk
Size: 1.82 TB

B Disk Bay 15 Mo Disk Port: 03:00.0:04

NO DISK

B Disk Bay 16 Mo Disk Port: 03:00.0:05

NO DISK

[ Disk Bay 17 Mo Disk Port: 03:00.0:06

NO DISK
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2:19:40 PM EDT: Validating disk 'Fi:
1:208:27 PM EDT: Validatina disk 'Fi

Erase Disk Wipe Disk k 5 v
¥ Certificate-Erasing storage devices in 1 disk bay(s)-Success-2018-09-19-13-20-28. pdf — Certificate (as su;

s

File Edit View Go Bookmarks Help
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My Computer Properties

LE] D
HAL .

&

Name

| Value

_r System Information

+ X

K Disk for Industrial

Batch processing results

1 | Disk Bay ID: Disk Bay 11
Assigned as: 03:00.0:16
Duration: 03:34:26

Total Sectors: 625,142,448
Bytes per Sector: 512

Status: Ready

Erase Range: Whole disk
Started at: 19/09/2018 09:46:01

::::“- ’;d aTa Errors: No Errors
uct Name: i
aT3320310¢ | Result Erased
_ Erase passes

Serial Number: 9TX086KL Pass 1 (0x000000000000) - OK
Platform Name: /dev/sdd Pass 2 (0xFFFFFFFFFFFF) - OK
Partitioning: MBR (Basic) Pass 3 (Random) - OK
Size: 298 GB . §

2 833,376 Verification - passed OK

bytes)

Systems

Started at: 19/09/2018 09:46:01
Duration: 03:34:26
Disk bay processing completed
successfully

Computer ID: NM1675011750

System Information

05: Ubuntu 14.04.3 LTS 64-bit
Type: x86_64

Figure 37: Disk Erase - Batch Certificate - Second Page

For group operations like Batches KillDisk can create both Batch Summary certificate as well as particular
certificates for each disk in the Batch.
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08.05)08
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File Actions View Tools Help
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virtual Logical Manager 0 =] I Name
2° Ready MIRROR (2:)
Virtual LDM File System: NTFS Size: Platform Name
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b7fe-11a7-80db-0014fd 186f62 Product Name
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- Print Preview: Disk Wipe Certificate vision
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KINGSTON SY
Serial: 500261 ~
Type: Fixed D| Active®d® Kill
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d Span
TS32G55D37(
Serial: C43463 metry
rtition Disk Wi
fHion Disk i Wipe results information
Device Name: \iirtual Logical Manager 0
verview | Proce Procuct Name: \firtual LDM
Wipe Method: US DoD 5220.22-M 3 passes
“erification: 10%
Started: 23/10/2017 11:00:29 Durstion: 00:21:59
Jirtual LDM Status Disk wipe and verified
# Wiping DAT
# | Partition Info Geometry Size | Satus | Process Info
DATA(D:) First Sector: 0 ’ Started: 11:00:29
1 | File Systems NTFS. | Toal Sectars: @7,190,783 | 32068 |Wiped | Do e o lms
Partition Disk W ystem Information
os: Window s Server 2012 R2 Standard (Full installation) 64 bit
Disk Wipe Certi Type: 264 [AMD or Inw=l) |
Pl Wi ek e |

Figure 38: Disk Wipe Certificate
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Certificate Elements

Company Logo
Custom company's logo can be placed to the certificate instead of the default KillDisk's logo at the top right
corner

Company Information

Displays all company information provided in the preferences. The user in the above example only provided their
business name, but other company information may also be included in the certificate

Technician Information

Displays the technician information provided in the preferences. Namely, this section is for the name of the
operator and any notes they may want to include in the certificate report

Erasure Results Information

Displays information pertaining to the erasure procedure conducted on the hard drive(s). Type of erasure
algorithm, custom settings, date and time started and duration of the erasure are all listed here

Disk
Uniquely identifies the disk that was operated on by the KillDisk application. Includes information like Name,
Serial Number, Size and Partitioning Scheme

System Information
Provides details on the system used to run KillDisk, such as the Operating System and architecture.

E Note: The system information here only applies to the system running Xi11Di sk, not the system that

was erased by the application! Provided Ki11Di sk remains on one workstation, this information will
stay consistent with all systems that the workstation erases.

Erase Reports

KillDisk gives you the option to save XML reports for any major operation it performs on a disk, such as
Examination, Erasure and Wipe. These reports contain all the information pertaining to the Ki11Di sk procedure.
The contents of the report are outlined below.

Company Information Disks
¢ Name * Device Size
* License * Device Type
» Location » Serial Number
e  Phone * Revision
e Disclaimer *  Product Number

. . . .
Technician Information Name

*  Geometric Information

* Name * Partitioning Scheme

¢« Comments

Batches
System & Hardware Info
) * Name
+ OS V§r510n «  Disks
* Architecture . Time

* Kernel
P Additional Attributes
* Processors

*  Manufacturer * Fingerprint Information

Erase Attributes + Initialization

*  Erase verify Erase Result

+ Passes * Bay
*  Method * Time and Date Started
* Verification passes * Disk Information




Error Handling Attributes

Errors terminate
Skip interval
Number of Retries
Source Lock
Ignore Write Errror
Ignore Read Error
Ignore Lock Error

Status

Result

Time Elapsed
Errors

Name of operation
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Erase Labels

Along with the PDF certificate, Ki 11Di sk allows you to print labels to place on erased disks with its Print Label
features. These labels may be completely customizable to print on any sized sheet with any dimension. Simply specify
the parameters and Ki11D1isk will prepare the printable labels for you. The procedure is outlined in this section.

Accessing the Print Labels Option

Upon the completion of a major Ki11Disk operation, you will see a report dialog. In the list of completed tasks, you

will see the Print Labels button, depicted below. Click it to enter the Print Label Dialog.

Disk erasure of US Army process completed successfully. (as superuser)

Subject devices (disks)

Title Status Certificate Report Errors

[ D-1-5 [Ready] Erased
[H| D-1-6 [Ready] Erased
[ D-1-7 [Ready] Erased
[ D-1-8 [Ready] Erased

<

44 @

None
None
None
None

Fingerprint has not been saved on erased disk(s).

Print self-adhesive erase labels for each disk.

Erase certificate is skipped.

Erasure report is skipped.

@ US DoE M205.1-2 erase method, 3 passes and with with 20% disk verification

Started Duration
12:23:26 00:01:04
12:23:26 00:01:07
12:23:26 00:01:06
12:23:26 00:01:06

o/ Erasing US Army using US DoE M205.1-2 erase method, 3 passes and with with 20% disk verification completed successfully.

Print labels

N

¥ Show this dialog next time

Close

Figure 39: Opening Print Label Dialog

Print Label Dialog

This dialog will allow you to configure the labels and prepare them for printing. The top of the dialog will show you a
list of the drives that will have labels generated for them. At any point in the operation, a sample of the label is shown
in the Label Preview window on the left side. The right side of the dialog has the styling and template configuration

options.



new or edit existing template if necessary.

Click Continue button to preview and print labels.

Title Status Errors Started Duration
D-1-7 [Ready] Success Mone 12:23:26 00:01:06
D-1-5 [Ready] Success Mone 12:23:26 00:01:04
D-1-6 [Ready] Success None 12:23:26 00:01:07
D-1-8 [Ready] Success Mone 12:23:26 00:01:06

Label preview

Erased by KillDisk Industrial !

HDD: ATA 5T32000542A5 (1.82 TB)
Serial: 5XW18X4V (D-1-7)

Method: US DoE M205.1-2 - 3 passes
Time taken: 00:01:06; Status: Erased

Signature.

About KillDisk for Industrial Systems (as superuser)

Printed labels on self-adhesive media are used for individual tagging of processed disks. Select appropriate template from drop-down box, create

Page template

Template: [testl « ||[4||[2] ‘%
Print start position:

Row: | 3 || Column: |1 h

Page: Custom; page size: 100 x 200 mm;
3 labels per page; label size: 90 x 65.33 mm; orientation: Portrait;
predefined template: No

Label style and options

Label title: |Erased by KillDisk Industrial !

¥ | Add signature line |v| Add certificate logo

Cancel Continue

Figure 40: Print Label Dialog

Page template options

| Using KillDisk | 41

The print label dialog gives you access to a number of predefined standard templates and any custom templates you
may create. These template may be easily selected without opening any additional dialogs and the details of the
selected template will be displayed below the selection box. If your specific labels differ from any of the templates

available, the | button allows you to create a custom template with your own specifications. Additionally, the

button allows you to modify an existing template and the # button deletes the selected template.

Creating a new template

2

Upon clicking the +  button, the following template editor window will appear. Descriptions of the template editor

options are listed below.
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= About KillDisk for Industrial Systems (as superuser) x®
Template title: | Standard &
Preview Page
® Page size |Letter / ANSIA -
Custom page size
a2 L A
A Ao E 5
=4 =4 =4 Page margins
13.000 mm =
4 = 4 s000mm |2 so00mm |2
13.000 mm =
e e e Label Layout
Label spacing
=y 5:‘; =4 Horizontal: | 2.000 mm T Vertical: | 0.000 mm  |Z
Full page label
=4 =y =4 ® Label grid
Rows: | 10 = Columns: | 3 =
e Ll AF
ikl . R
ikl kol i
g A E i
Actual label size: 67.3 x 25.34 mm
Size units | Millimeter -
0K Cancel

Figure 41: Template Editor

Template Title

Here you may create a custom title for your template. This is the name that will reference this template when
selecting it in the Print Label Dialog

Page
Here you may specify the dimensions of the page used to print the labels. This may be selected from the list of
standard sizes, or defined using exact measurements.

Page margins
Here, page margins are defined for the top, bottom, left and right sides of the page.

Label Layout

These settings define how the labels appear on the page. You may define the spacing in between labels on the
page and the dimensions of the label grid. Once you've put in the proper measurements, KillDisk will take care of
the formatting.

Unit size

The units of measurement may be manipulated between millimeters, inches, pixels and points. If a value in
entered in one measurement and the unit size is changed, the appropriate conversion will take place.

Print Start Position

The print start position section of the dialogue allows you to select what label on the page the labels start printing
from. As you use labels, the labels won't always start from the 1x1 position, so you can adjust this setting accordingly.
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Label Style and options
These option allow you to change the styling on the labels with the following options:

Label Title

Allows you to set a title to be printed in bold at the top of the labels. This can be company name, batch name or
any other descriptors you may consider useful to identify the operation

Add signature line
Toggling this on places a line at the bottom of the label for the technician to sign off on upon completion of the
wipe

Add certificate logo
Includes the logo used in the certificate as a watermark background of the label.

Print Preview and Printing

Once all the settings are configured, you may see the print preview by clicking the Cont inue button. The preview
displays what the print is going to look like and from here the print job can be sent to a printer that is configured with
the system.

Print Preview (as superuser) X

HHmEs TS [FE ¢« 1293 [THE D&

Erased by KillDisk Industrial ! Erased by KillDisk Industrial ! Erased by KillDisk Industrial !
HOD: ATA 5T32000542A5 (182 TH) 00 HOD: ATA ST320005X. HDD: ATA STI2000542A5 (182 TB) 170
Serial: SOWLHP2Y (D-L6]

Serial: SXWLEXNAV (D-1-7) H Serial: SXW00QS4 (D-
Hethad: US Do M208.1-2 - 3 passe Miethod: US DOE M208.1-2 - 3 pess Hethod: US Do M208.1-2 - 3 pass,

Time taken: 00:01:06; sum:zmahn‘\ Time taken: 00r01:04; Stetus fmmﬂﬂ- Time taken: 00:01:07; Status: f.:um;\ﬁ\
Signature ignature: Signature

Erased by KillDisk Industrial !

HOO: ATA STI2000542A5 {182 TR} |00+
Sarial: EXWLATTL (0-1-6) e

Methad: US DOE M205.1-2 - 3 passe:
Time taken: 00:01:06; Status: !m:ch}\‘\

Signature

Figure 42: Example of a Print Preview
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Additional Options and Features

Kil1Disk also has a number of supporting features to ensure the most complete sanitation operation, flexibility
to meet the most stringent requirements and compatibility with a wide range of systems. This section outlines these

features.

Mapping Network Shares

Mapping Network Shares is very useful, especially when booting from a boot disk and running the application
in batch mode. It guarantees a specific drive letter to save logs and certificates to, as well as provides a central
location for erase reports to be stored.

To map a network share:

1. In the menu bar, navigate to File > Map Network Share...
2. Configure your network drive and assign a letter to it, then press OK

)

[ } Specify the drive letter for the connection and the folder that you want
=i’ to connect to:

Drive: E:

Metwork Folder: | \\myserverimyshare Vl gﬂ
Username: |test |
Password: |n" |

Map automatically on program startup

y Click OK button to map network share

Figure 43: Mapping a network drive

Note: KillDisk will identify all connected network drives, so you may use the drop-down list to select the

one you'd like to use

3. Now that your network drive is configured, you may select it as a destination for certificates and reports in the
Preferences

]

Changing Disk Serial Number

In case you notice a disk serial number does not match the number on the disk, KillDisk supports several methods
of detecting disk serial numbers, where it pulls it from various sources. To access this feature, right-click the disk in
question and select Set Serial Number.. in the context menu.
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= Disk Bay 11 Ready Port: 03:00.0:16

8.

(BIS] ] ,
T W
L {

[ST]_|
el
o
Refresh Run Batch Erase Disk i
1 b Set Disk Serial Number (as superuser) x

Disk Serial Number

Resalve disk serial number conflict or assign i

serial number manually

Disk Bay 12

ATA ST3320311CS
Serial: BWVWCXS582 Type: Fixed Disk
Size: 298 GB

Port: 03:00.0:21

B Disk Bay 13 Ready Port: 03:00.0:22

ATA ST3320311CS
Serial: 9WWVF4648 Type: Fixed Disk
Size: 298 GB

® Disk Bay 14 Ready Port: 03:00.0:23 J

ATA ST2000DMOO01-9YN1
Serial: W2FOLAKT Type: Fixed Disk
Size: 1.82 TB

B Disk Bay 15 Mo Disk Port: 03:00.0:04

NGO DISK

F Disk Bav 16 Mo Disk Port: 03:00.0:05

Currently used Serial Number

GVVCX582

Detection Method

0 10Contral (not detected)

o SMART BVWVICX582
O WM (not detected)
) Manual

[] swap Symbols

Cancel I oK i

Figure 44: Setting the Disk Serial number
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Note: If you don't see your serial number in any of the detection methods, try checking the Swap Symbols
check box. If this doesn't help, input the serial number manually using the last option. The serial number you
are looking for does not match the serial number stored by the disk (i.e. the sticker does not match the drive).

Reset Hidden Areas

KillDisk supports erasing hidden areas of the disk: HPA and DCO.

To perform this task on its' own, right click on the disk and select Reset Hidden Areas...

1y PR iRy 29U, Uynams: I | I

‘ ‘ dize Y3Z 0B (1,3

A2 Free Space 0 bytes (0
@ PhysicalDrive2 B || m— — Unallocated Span 0 bytes (0
Ready Micros | Unallc || Partition WSS Unallc .
Py p— Fle Syz | Size:0 | File System: Partition WSS Size: 29.7 GB Size: 8 4 Device Geometry
Serial: 262620022181 Size: 1 Partition Style Master Bo
Type: Fixed Disk, SSD, Dynamic Partitioning MBRI(Dyn
EERIZS R Total Sectors 1,938,525,1
PhysicalDrive3 B | | | Bytes per Sector
Ready ) DYN ||DYN-SPAN U Una ||Metada Sectors per Track  6:
WDC WD10EFRX-6 B Erase Disk MIRF | File System: NTFS Size: 930 GB Size: ||File Syst perre
Serizi: WD-WCC430 ] ) File S ze:1.0 Tracks per Cylinder 2
Type: Fixed Disk, Dy & Vipe Disk F9 Size: 4 Disk Hidden Areas
| E—| Visible Disk Sectors 1,953,525,
Q PhysicalDriv & File Browser Ctrl+B — — el HPA Hidden Sectors 0
Ready S DYN | DYN-SPAN (J:) Unal ||Metada DCO Hidden Sectors 0
WDC WD32005D-0 (B Disk Viewer Ctl=H MIRE | FilaSystem: NTFS Size: 297 GB size: |[Fle Sy
Serial: WD-WCAMR ) Fi 1
Type: Fixed Disk, Dy “& Set Serial Number... %
[=—————— & Reset Hidden Areas
<y PhysicalDriv [ —
Ready WSS-Stripe () Unallc
Microsoft Storage ® Refresh F5 File System: NTFS Size: 1.97 GB Size: 4
Type: Fixed Disk Si gt ) CtrieA
v < >
@ SMART Info

Figure 45: Resetting Hidden Areas
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Property Views

To show detailed information about any subject of an application, such as disk, partition, volume, file etc., KillDisk
uses information views. When open, they follow selected changes and show information about the selected item
automatically.

Property view
To show property view for selected item do one of the following:

* Click View > Windows > Properties
* Click F4 keyboard short cut or
* Use context menu command Properties for the same effect

HP-7 [Ready] - Properties ®
Name Value Description

Label HP-7

Status Ready

Port phy-0:7

Mask VISIBLE; READY;

Batch Emerald

Disk Attributes Fixed;
¥ Fixed Disk General

Name Jdev/sdk

PlatForm Name [dev/sdk
Product Name ATAST32000542AS
Produck Revision CC34
Serial Number 6XW0073J
Status Ready
Type Fixed Disk
¥ Device Geometry
Partition Style Master Boot Record
Partitioning MBR (Basic)
Total Sectors
Bytes per Sector 512
Sectors per Track 63
Tracks per Cylinder 255

Figure 46: Property view example

Besides only displaying valuable data, they also allow you to copy that information onto a clipboard by using context
menu commands.
Copy Value
Copy only value of selected field in the information view.
Copy Field
Copy formatted name and value field pair.
Copy All

Copy all information as formatted set of name and value pairs.



| Untitled - Notepad

File Edit Format View Help

1?7452.qu; JPEG image, Healthy, 150 KB (153,680 bytes)
General Information

177452.3pg
Full Path N:'encrypted source\177452.jpg
status Healthy
size.. 150 kB (153,680 bytes)
Type. .. JPEG image
Attributes
File attributes.........vivinunnn Archive, Encrypted
Created.......... ..01-Aug-14 16:50:15
modified........... ..25-Mar-03 00:39:32
Accessed (Deleted)...vivnninnnnnns 01-Aug-14 16:52:28

Advanced properties
ID

Parent ID......ccvueuinnrnnnnnnnnnn 45
Total sectors...... .

Cluster chain size.
File entry position

1
..3,221,273,600 bytes
File entry length.. .1024

Figure 47: Example of Copied Information

S.M.A.R.T. Information
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This is another information view, displaying SMART (Self-Monitoring, Analysis and Reporting Technology) data of

the selected hard drive, if the device supports it. To show this view:

* Click View > Windows > SMART Info

» Use context menu command SMART Info for the same effect



Fixed Disk: /dev/sdk - S.M.AR.T. Information 3]
8 Refresh
Name Value

Fixed Disk General
Device Model
Serial Number
Firmware Version
Capacity
ATA Version
ATA Standard
SMART Support
Off-line data collection status
Self-test execution status
Time Off-line data collection, sec
Off-line data collection capabilities
SMART capabilities
Error logging capabilities
Short self-test time, min
Extended self-test time, min

wAttributes
[001] Raw Read Error Rate
[003] Spin Up Time
[004] Start/Stop Count
[005] Reallocated Sector Count
[007] Seek Error Rate
[009] Power-On Hours Count
[010] Spinup Retry Count
[012] Power Cycle Count
[182] Runtime Bad Block
[184] End-to-End Error
[187] Reported Uncorrect
[188] Command Timeout
[189] High Fly Writes
[190] Airflow Temperature Celsius
[194] HDA Temperature Celsius
[195] Hardware ECC Recovered
[197] Current Pending Sector
[198] Offline Uncorrectable
[199] UDMA CRC Error Count
[240] Head Flying Hours
[241] Total LBAs Written
[242] Total LBAs Read

Figure 48: SMART information for physical device example

5T320005XXXX
EXWOCTW
CC34
2000398934016
8

Device does not report versi
1

130

0

633

123

=

1

1

255
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SMART data can be used to diagnose disks by showing important information such as Power-on Hours, Reallocated
Sectors and Current Pending Sectors

= Note: If the Current Pending Sectors parameter is not 0, the disk has bad sectors that will cause problems in

the future. Dispose of these disks as soon as possible.

Dynamic Disks: LDM, LVM

and WSS

Dynamic Disks - virtual disks being used by:

» Logical Disk Manager (LDM on Windows)
* Logical Volume Manager (LVM on Linux)

*  Windows Storage Spaces (WSS on Windows)

Dynamic Disks are virtual operating system devices handling other physical disks and emulating different types
of RAID not on a hardware level, but on an operating system level. These virtual devices are fully supported with
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KillDisk. These disks will appear in the disk view as any other disks would, along with their component disks. When
you launch an erase operation on the virtual disk, you will see it reflected on the components disks as well.

g 21% total progress - | a
File Actions View Tools Help

B f g o 5
Refresh Stop All | Erase Disk Wipe Disk File Browser Stop
(f’ Virtual Logical Manager 0 Wiping DYN-SPAN (J:)  progress: 18% elapsed: 00:32:54 O~
ii Busy — —
Virtua | LDM DYN- DYN-
Serial: fed4bf17- MIRR () One Pass Zeros: pass 1 of 1 (0x000000000000) STRIPE (D
b2b2-11e7-80d9-0014fd 18663 Fle System 18% complete  01:58:55 left Rle System
Type: Virtual Manager Size: 1.20TB el = ooow

PhysicalDrivel =]

Ready Microsoft | Unallocal || Partition WSS Unallocal
15226550270 :\e Sﬁt:; Size: 0.98 || File System: Partition WSS Size: 29.7 GB Size: 840
Serial: 424630270 ==
Type: Fixed Disk, SSD, Dynamic
Size:29.8 GB

PhysicalDrive2 B

Ready Microsoft | Unallocal || Partition WSS Unallocal
ADATA SPE00 :\e Sﬁt:; Size: 0.98 || File System: Partition WSS Size: 29.7 GB Size: 840
Serial: 262620022181 ==
Type: Fixed Disk, SSD, Dynamic
Size:29.8 GB

< PhysicalDrive3 Wiping DYN-SPAN (3:)  progress: 18% elapsed: 00:32:54 [J
=y

) | — |
WDC WD10EFRX-68FYTNO Unalloc | DYN- || D¥YN- Unallo: || Metadats A
Serial: WD-WCC4JOPRXSSN St || st 1 || wre 2 One Pass Zeros: pass 1 of 1 [x000000000000) S0 e system:
Type: Fixed Disk, Dynamic Size: 932 GB - File Syst | Fle Syst 18% complete  01:5855 left =0 size- 1.00m

< PhysicalDrived Wiping DYN-SPAN (3:)  progress: 18% elapsed: 00:32:54 [J
=y

L | — |
WDC WD32005D-01KNBO Unalloc | DYN- || D¥YN- Unalioc || Metadata A
Serial: WD-WCAMR2435935 SI']:, 5?9: stawe 1 || vare 2 One Pass Zeros: pass 1 of 1 (0x000000000000) S|r~1:- 1°F_ Fle System:
Type: Fixed Disk, Dynamic Size: 298 GB - File Syst | Fle Syst 18% complete  01:58:55 left = Gize 1.00m
@ PhysicalDrive5 \Wiping WSS-Stripe ()  progress: 24% elapsed: 00:00:22 [

Busy I —
Microsoft Storage Space Device Microsoft | Unallocal Unallocal | —
Type: Fixed Disk Size: 2.00 GB Fle Systen | Size: 4T.0 US DoD 5220,22-M: pass 1 of 3 (0x000000000000) Size: 475

Size: 22,01 24% complete  00:00:57 left
_#. PhysicalDrive6 B | — —
=y - = Ir I = I i
L

Figure 49: Virtual drive being erased in conjunction with a Windows Storage Spaces striped array

Preferences

KillDisk Preferences window is the central location where Ki11Disk features can be configured. These features are
split up into several tabs.

To open Preferences dialog:

e From main menu choose File > Preferences... or
» Use F10 keyboard shortcut at any time

Preferences dialog could be open from other task dialogs to change related settings.
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[g KillDisk for Industrial Systems Preferences x

B X ~loE General Settings
S| General Settings L\y

‘9’ Environment

Device Control Layout Local Devices Initialization
(T Action o _
(_,@ Triggers Default Serial Number detection method: | SMART hd Initialize fixed disks
= Disk Erase Initialize removable disks
= -
options fopuutcgll Initialize CO/DVD/BD disks
&y Disk Wipe Use this Computer ID: | None hd Initialize floppy disks
—=> options
=] r‘—; 2 Disk Application Log File Settings

""g Examination

= Disk Laog file location: | Ch\Users\Mikhail\Downloads\drop'bin',

I Examinatio...

r__;:_g Disk Clone
18 sources e e -
Initialize application log when application starts:
R Erase Certificate @ Append to existing log file
A
O Overwrite existing log file

Application log detail level: @ Minimum () Maximum

-| Processing

4 Report (O Create new log with file name:

Preview: KiliDisk-2012-08-24_184503.txt

Company
Information

Technician
Information

] g

Database
Export w

—

0

of Press OK to save settings

Restore Defaults aK Cancel

Figure 50: KillDisk Industrial Preferences dialog

Preferences allow users to configure all the global settings for the application.

When Wipe or Erase are initiated, smaller subset of these settings is available to modify, however global settings
may be kept, pertinent to the particular job.

The functionality of the Preferences will be outlined in this section.

General Settings

The General Settings allow the user to configure general application settings, as well as the visual aspects of the
application.

General Settings

These are configurable options pertaining to the applications functionality.

Device control layout

These settings controls disk bay layout behavior in main Disk Explorer on page 23
Default Serial Number detection method

Select how KillDisk retrieves the disk serial number by default. Valies are: SMART, I0Control & WMI
Local devices initialization

Select which types of devices appear in Ki11Disk by default: Fixed disks, Removable disks, CD/DVD/BD
and Floppies

Computer ID

Configure how the KillDisk workstation is identified in logs & reports. Values are: None, BIOS Serial Number,
Motherboard Serial Number
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Application log file settings

These settings apply to the log file automatically generated by the application. Not to be confused with the erasure
report or certificate. All operations performed in a Ki11Disk session will be saved in this log.
Log file location

Allows the user to specify where the application log file is saved. By default, this is set to KillDisk's location
directory

Application log detail
Manipulate the amount of detail included in the logs. Values are: Minimum and Maximum
Initialize application log when application starts

This setting configures whether Ki11Disk generates a new log file for every session (erasing the log of the
previous session), or appends new sessions to one log file. Moreover, logs can be placed to the files being named
using naming pattern specified here

Environment
These are configurable options pertaining to the applications user interface and user experience.

Application style
Configures the color scheme used in the application. Values are : None, Silver, Olive and Blue
Toolbar style

Configures how icons are shown in the toolbar (shown below)

File Actions View Tools Help

[~ = =5 & &7 &l

4:‘.\' PhysicalDrive0 F | ——
W Ready Unallocai || SYSTEM_ | | Microsot

Figure 51: Small icons no text

* File Actions View Tools Help
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Figure 52: Large icons no text
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Figure 53: Large icons with text

Default help source

If available, user can select help documentation source to be addressed when requested. Values are: PDF, CHM
and Online web help

Use sound effects on errors and notifications

Toggles sound tones being used for notifying the user of the completion of a task, errors and notification during
an operation



Show notification dialog after process complete

Process complete dialog will be shown at the end of single or multiple disk processing, letting user print
certificate, erase labels etc.

Action Triggers
Configure actions performed while application is running

Automatically check for software updates
If this option set, application will check for a new updates during every start
Action after all processes complete
Select either None, Hibernate, Shutdown or Restart system after all processes have been finished

i Caution: You will have 30 seconds to abort system hibernation, restart or shutdown.

Export erase certificates and application log to all detected removable media

Any attached USB's will have the certificates and logs written to them upon completion

Disk Erase Options

The Disk Erase Options tab allows for users to configure settings for the Ki11Disk erase procedures.
The same erase options for each batch could be set through Edit Batch Attributes on page 71 dialog

Figure 54: Erase Options

Disk Erase options

=
[
Define default disk erase attributes and options

Erase method: | US DoD 5220.22-M [3 passes; verification required] b

f |10% |[.| on each disk
B Initialize diskis) after erase
—| Write fingerprint to first sector

Erase Confirmation

© Use keyphrase to confirm erase
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Keyphrase [ERASE-ALL-DATA
Use randomly generated keyphrases to confirm erase

) No keyphrase confirmation

Erase method

One of 20+ sanitizing methods, including many international standards and custom patterns supported by
KillDisk
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Erase verification

Percentage of disk to be verified after disk erasure

Note: In some erase methods such as the US DoD 5220.22-M, this option is mandatory. After the erase
operation has completed, this option will scan the entire drive evenly and verify the integrity of the erase
operation. The percentage indicates the percent of the sectors that are checked, spread across the disk.
Most standards specify 10% as an accurate sample size for the verification.

Qi

Initialize after erase
Initializes the first disk's sector (MBR) after erasure, for the disk to be visible and accessible by Operating System
Write fingerprint

This feature will write the specified fingerprint to the first sector of the erased drive. If erased disk is plugged into
the system and system boots from this disk, the user will see this fingerprint as a message on the screen

Erase confirmation

As a safety precaution to prevent accidental destruction of hard drives, KillDisk has the user type a key phrase
before the erase procedure is initiated (figure below). By default this precaution is set with the key phrase
ERASE-ALL-DATA. This key phrase can be modified, set as a randomly generated set of characters, or disabled
in these settings

Confirm action (as superuser)

Eﬁ_ Are you sure you want to erase (kill all data) on selected disks?
.

Confirm Erasing test action by typing keyphrase.
Keyphrase: ~ERASE-ALL-DATA

User response: ERASE-ALL-DATA

Cancel OK

Figure 55: Sensitive action confirmation dialog

Disk Wipe Options
The Wipe Disk procedure, like with the erase procedure, allows you to specify the erase method used, as well as a
few additional wipe-specific options.
Erase method

One of 20+ sanitizing methods, including many international standards and custom patterns supported by
KillDisk

Erase verification
Percentage of disk to be verified after wiping out unused clusters
Wipe unused clusters

Erase areas of the hard drive that are not formatted and not currently used by the operating system (data has not
been recently written there unless this is a recently deleted partition)

Wipe metadata and system files area
Erase areas of the disk containing information about previous files on the volume and prevents recovery of files
using past records of them

Wipe slack space in file clusters

Erase slack space within files. Files are allocated a set amount of space by the OS, in certain increments
(depending on the file system). Because files are usually never exactly the size of the space allocated to them,
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there may be unused space within a file that may contain traces of data. This algorithm wipes this space to
remove these data traces.

Disk Examination Options

KillDisk offers different Disk Examination Options, depending on user needs. Each examination type has its' own
strengths and weaknesses, mainly tradeoffs between time and thoroughness. Any of the examination types can be
performed on an entire disk, or a selected segment.

Examination options are required for disk integrity examination and optional for disk erasure but can be used to sort
away faulty disk from following processing in sequence.

To examine disk integrity the following three algorithms are used:

Partial Examination

Examines a percentage of the disk, equally segmented in a selected area
Partial Random Examination

Examines a set number of randomly distributed sections of the disk within the selected area
Read Each Sector in Selected Area

Examines the entirety of a selected area, set for examination. Because this reads every sector in the selected area,
this is the most lengthy, but thorough of the disk examination procedures.

Disk Grading

Based on examination results disks could be "graded" depending on amount of failed sectors. Specific grade attributes
can be set on Disk Examination Grades page of application preferences. Further Disk Erase command can be
executed or canceled based on current disk's grade.

For each grade, you may select the Green, Yellow, or Red to represent the disk grade visually. Multiple grades may
share the same color

¥ Examine Disks (as superuser)

&5 Examine Disks
“g Examine selected disks

oV
.‘5“?3 General options Use Disk Examination Grades

e 5 - .

- gg Disk Examination
| @ Disk

W Examination ..

é_'é; Processing Report &

Q’ Consider disks with no read errors as First Grade and ready to use. Use calor: v

-| bad sectors. Use color: -

Assign Second Grade to disks that has from 1 to | 100

’ &} Error Handling @ Consider Third Grade disks (falled) with bad sectors more then: 100 Use color: b
. )
L.,._‘g Selected Disks

Exclude unstable (disks with any errors) from further processes

o Press Start to begin processing

Restore Defaults | | Show Advanced Cancel Start

Figure 56: Disk Examination Grades

Limits for errors
Defined under the second grade disks section, the maximum read errors settings allows the user to define the
maximum read error tolerance before a disk is categorized as a third grade disk. Third grade disks are the worst
grade level, and are considered unreliable for use.
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Exclude unstable disks from further processing

If this option is turned on, all disks having any type of errors will be automatically excluded from further batch
operations.

Disk Clone Options

This preferences tab allows you to select a master-copy disk to use for cloning on other disks after they have been
erased.

Disk Clone Sources

=
[H-
@5 Define disk clone sources, like image file or other physical disks tn a system.

Mark disks to be used as master-copy sources for disk clone operations. These disks will be locked to deny any application Read/
Write activity. You can also use disk image files for the same purpose.

# Disk Bay Port Status | Platform Name | Serial Number Partitioning  First Sec ™
v =% Available disks

i

g

(16

==

L5

=

Wz

W

o [1H

10 [ B

11 EHf Disk Bay 1-1 1-02-00 Ready ‘\\.\PhysicalDrivel BTJR504405A4480BGN MBR (Basic)

12 L]

13 [ H

14 [

15 L]

16 []H

17 L H

18 [JH

19 O] H v

Lo T O ¥

Add master-copy source (virtual disk) emulated from disk image file: [ Mount Disk Image =

Autoload mounted Disk Images at every application start

Figure 57: Disk Clone Options

Selecting a Disk for cloning

Any disk recognized by KillDisk may be used as a master-copy for Cloning. Simply find the disk under the
"Available Disks" column and check the box next to the desired Disk Bay. This disk will be locked and read/write
operations will be restricted from the disk until the cloning operation is complete.

Selecting a Disk Image for cloning

Additionally to cloning from a disk, cloning can be done from a mounted disk image. This is done using the following
procedure in the Disk Clone preferences tab:

1. At the bottom of the dialog, click Mount Disk Image
2. To the right of the "Disk Image file name field" click the ... button
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3. Find the desired disk image in the file explorer and click Open

4. Fill in the "Display name" text box with a desired name for the image and click OK

5. The mounted disk image should appear under "Disk Images" in the Master-copy sources window. Check the box
next to it and

= Note: To avoid repeating steps 1-4 above every time the application is launched, check the "Autoload
mounted Disk Images at every application start" box. This will complete the mounting process automatically
in the future.

= Note: Cloning is only available as an operation when working with a Batch of disks, as an option after
erasure.

Disk Clone Options

=] Note: This feature is only available when working with a Disk Batch, after an erase. Operations on single
disks will not be able to use these option.
Copy disk image

When selected, this enables the copy feature. This will copy a disk image from a selected source to all disks that
were erased in the batch.

Use file image
Allows you to specify a disk image file to write to the other disks.
Use physical disk

Allows you to specify one disk from the batch to act as the "master disk". This disk will not be erased, but rather
be cloned to the other disks in the batch after they are erased.

Start copy to sector

You can specify which sector the copy starts from on the source disks. If you don't know what this is for, leave as
0.

Certificate Options

These preferences allow the user to customize the erasure certificates with company specific information, technician
information, and additional certificate options.

. Erase Certificate
2

Define erasure certificate attributes and erasure service provider attributes to be placed in certificate

Certificate location: | C\Users\Alexeihcertificatest,

File name template: | Certificate-{Serial |D}-{Status}-{Date(YYYY-MM-DD}-{Time(HH-mm-ss)}

Preview: Certificate-9QGINCKC-Success-2012-08-24-18-45-03
D Include company information Include technician information
D Include system info D Include hardware info

Show KillDisk logo on certificate

Print options

] Always print certificates after disk erase ] Skip print preview

Default printer for certificates: -

Figure 58: Certificate Options

Certificate location

Use this option to save erase certificate as file in PDF format to selected location.
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File name template

Here you may specify the name template for the erase certificate. To see additional file name tags available, see
the File name tags section in the Appendix.

Include company information
Use this option to include all company's information (see section below)
Include technician information
Use this option to include all technician's information (see section below)
Include system info
Ensures that the Operating System-specific information is saved, such as:
* Operating system
» Kernel version
* Architecture
Include hardware info
Ensures that the Chassis-specific information is saved, such as:
* Motherboard manufacturer
* Motherboard description
*  Number of processors
Show KillDisk logo on certificate
Displays "Erased by Active@ KillDisk" logo in the certificate at top-right corner

Print Options
Always print certificate after disk erase

Prints erase certificate after erase completion automatically
Skip print preview

Prints erase certificate skipping certificate preview step
Default printer

Select a default printer for printing erase certificates

Company information
This section allows for the user to customize company features like:

* Licensed to

* Business name

* Location

* Phone

» Disclaimer

* Signature field for a company supervisor (optional)

Additionally, custom logos can be added by clicking Set and selecting an logo through the file explorer. The logo will
be previewed in the Company logo space above. Most image formats are supported: JPEG, TIFF, BMP, PNG, etc.

(7] Tip: It is recommended for better results to use company logo with resolution suitable for printing (300dpi)
with a side not exceeding 300px.

Technician Information
This section allows for the user to customize technician information:

* Operator name
* Comments
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» Signature field for a technician (operator)

Report Options
These settings allow you to configure the XML reports generated by different Kil1Disk commands.
Report Location
User may configure where XML erasure reports are saved
File name template

Here you may specify the name template for the XML reports. Because every erase operation will generate a
separate report, KillDisk saves the date and time in the default settings to keep reports. The main tags available
are:

Table 1: Default file name template tags:

Available file name element: Tag:

Serial ID {Serial ID}

Erasure Status {Status}

Date of Erasure {Date(YYYY-MM-DD)}
Time of Erasure {Time(HH-mm-ss)}

To see additional file name tags available, see the File name tags section in the Appendix
Include system and hardware info
Ensures that the system-specific information is saved in the XML report, such as:

* Operating system

» Kernel version

* Motherboard manufacturer
* Motherboard description

* Processors count

* Architecture (x86, x64)

Include company and technician information

Optionally place the technician information (defined in the Certificate Preferences) into the XML erasure report
Include SMART information for each disk

Additional information about particular disk health based on SMART attributes can be placed to XML.

The Ki11Disk XML report contains the following parameters:

Table 2: XML Report Parameters

Type of Information Specific data

Company Information Name

License

Location

Phone

Disclaimer

Technician Information Operator Name
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Type of Information Specific data
Comments

System Information OS version
Platform
Kernel

Hardware Information

Motherboard Manufacturer

Motherboard Description

Number of Processors

Erase Attributes

Erase Verify

Passes

Method

Verification Passes

Error Handling Attributes

Errors Terminate

Skip interval

Number of Retries

Lock

Source?

Ignore Write?

Read?

Lock?

Disks

Device Size

Device Type

Serial Number

Revision

Product Number

Name

Geometric Information

Partitioning Scheme

Additional Report Attributes

Fingerprint Information

Initialize disk?

Result

Bay

Time and Date Started

Disk Information

Status

Result
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Type of Information Specific data

Time Elapsed

Errors

Name of operation

Labels Options

These preferences help you globally adjust label settings for the KillDisk system. These labels may be configured to
any printer, page or label type using KillDisk's highly customizable labels features.

Print disk labels

Print report labels for each erased disk using one of the predefined templates

Label preview Page template
Default template: | DK-2205 v (3] |l2]|Lx
B I e Print start position:
Row: + Column: >

Page: Custom; page size: 95 x 62 mm; label size: 75 x 52 mm;
orientation: Landscape; predefined template: Yes;

Label style and options
Label title: | Erased by KillDisk for Industrial Systems

Add signature line [] add certificate logo ] Skip print preview
Print options
Default printer for labels: | <Use default printer> hd Print Test Label

Add vertical and horizontal 'on page print positioning' shift to adjust output for different printers / drivers:

Horizontal:m \.-’ertical:m Size units | Inch -

Figure 59: Label Options

Label preview

Displays a preview of one label, given the current inputted settings. Refreshes as adjustments are made to the settings.

Page template

The print label dialog gives you access to a number of predefined standard templates and any custom templates you
may create. These template may be easily selected without opening any additional dialogs and the details of the
selected template will be displayed below the selection box. If your specific labels differ from any of the templates

available, the | ¥ button allows you to create a custom template with your own specifications. Additionally, the &

button allows you to modify an existing template and the # button deletes the selected template.
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Creating a new template

Upon clicking the | button, the following template editor window will appear. Descriptions of the template editor
options are listed below.
Template Title

Here you may create a custom title for your template. This is the name that will reference this template when
selecting it in the Print Label dialog.

Page
Here you may specify the dimensions of the page used to print the labels. This may be selected from the list of
standard sizes, or defined using exact measurements.

Page margins
Here, page margins are defined for the top, bottom, left and right sides of the page.

Label Layout

These settings define how the labels appear on the page. You may define the spacing in between labels on the
page and the dimensions of the label grid. Once you've put in the proper measurements, KillDisk will take care of
the formatting.

Size units

The units of measurement may be manipulated between millimeters, inches, pixels and points. If a value in
entered in one measurement and the unit size is changed, the appropriate conversion will take place.

Print Start Position

The print start position section of the dialogue allows you to select what label on the page the labels start printing
from. As you use labels, the labels won't always start from the 1x1 position, so you can adjust this setting accordingly.

Label Style and options
These option allow you to change the styling on the labels with the following options:

Label title

Allows you to set a title to be printed in bold at the top of the labels. This can be company name, batch name or
any other descriptors you may consider useful to identify the operation

Add signature line
Toggling this on places a line at the bottom of the label for the technician to sign off on upon completion of the
wipe

Add certificate logo
Includes the logo used in the certificate as a watermark background of the label

Skip print preview

Disable in-build system print preview dialog and print labels immediately when requested.

Print options
Define options for erase label printing, including special label printers line Brother QL-570 and others:
Default printer

Select printer to be used exclusively to print erase labels from the list of installed printers

Print output adjustments

The print output adjustments section of the dialogue allows you to vertically or horizontally displace the
position measured in specific units of the print to adjust to different printers.

Print test label command will let you print erase label sample to verify your settings and selected layout attributes.
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KillDisk Industrial's Export feature allows to send out all current logs, certificates and reports from locally stored
database over the network to the external SQL database. Both local Erase History and all future transactions can be

exported after connection to database is established.
Connection to SQL Databases supported:
*  Microsoft SQL Server

+ ORACLE
*  PostgreSQL
+ MySQL

To connect to the external SQL database do one of:

1. Navigate to File > Preferences or press F10. Then click Database Export tab on the left

2. Database Export dialog appears:

[ KillDisk for Industrial Systems Preferences

“:g Database Export
Define connection options to external database

Driver: SQOLite

solite
Database Name: MySQL

Microsoft SOL Server (via ODBC)

Username:

PostgreSQL
Password: ORACLE
Hostname: SERVER18
Port: Default

] Export certificates and reports for batches as BLOBs
] Export certificates and reports for each disk as BLOBs

] Export existing erase history

/% Database Export: Export options take effect only on first connection to database!

Restore Defaults OK Cancel

Figure 60: Database Export Dialog

Type in the Database Name on the remote end
Type in the database Username for the connection
Type in the database password for the selected user

XA R

Set check marks, if needed, for the additional export options:

» Export certificates and reports for batches
+ Export certificates and reports for particular disks

» Export existing erase history (can be done the only once per a new connection)

Select Driver for the particular database you want to connect to from the list of databases

Type in the Hostname (which can be IP address or local Network Server Name)
Select a TCP/IP Port to use, if it is different from the defaut value for the particular database
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10. Click OK to test connection and store connection parameters in settings for future use

Once a connection to the external SQL database established, KillDisk Industrial starts exporting all information
related to the current operations automatically.

= Note:
For the database export to be successful you need to provide a database user with privileges enough for
creation two tables (DISKS and BATCHES) and populating these tables with current operation's parameters.
Disk Viewer Options

These settings allow user to set hexadecimal view settings, font and interaction.

Disk Viewer

Disk Viewer allows to inspect low-level disk's sectors and file system structures

[ ] Hexadecimal offsets

Lines to scroll on a wheel roll: | 3 Pages to scroll on a PgUp/PgDown:
Show ASCI calumn Show UNICODE column

Bytes per line: | 16

Font name: | Courier Mew ¥ Font size: | Medium |

Figure 61: Disk Viewer Options

Hexadecimal offsets

Toggles offset format between decimal and hexadecimal.
Show ASCII column

Toggles display content in ASCII format
Show UNICODE column

Toggles display content in UNICODE format
Lines to scroll

Number of lines to scroll for a single mouse wheel sweep
Pages to scroll

Number of pages to skip for a single PageUp or PageDown click
Bytes per line

Defines amount of bytes per line in binary display
Font name

Select any monospace font available for better experience
Font size

Font size to be used in binary view

Error Handling Options

Ki11Disk has a broad capabilities to handle errors encountered during continuous disk processing. This is an
advanced preference that allows for the configuration of Ki11Disk's error handling of continuous processes.
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E:g Error Handling
Settings for error handling for continuous processes

In case of critical Read/Write errors:

() abort entire group processing [] use disk lock
@ sbort only failed item from group processing

O Ignore error for group processing
Ignore Read errors

Terminate process after number of errars: (10 [ .
P Ignore Write errors

Mumber of Read/Write attempts:

[l Rely upon disk performance

Figure 62: Error Handling Options

Error handling attributes
Kil1Disk allows you to select one of three ways to handle Read/Write Errors:

Abort entire disk group processing

This means that if you're running a batch erase and one of the disks has errors, the erase process for ALL the
disks in the batch will be terminated

Abort only failed disk from group processing

This is the suggested setting. Failed disks will return an error and terminate the erase process, but other disks in
the batch will not be interrupted from completing the erase operation

Ignore error for disk grouping

Ignores the read/write error and continues erasing wherever is possible on the disk. No active or forth going
operations are terminated

Terminate process after number of errors
Sets the error threshold to a certain amount before the disk operation is terminated and deemed unsuccessful
Number of Read/Write attempts

Sets the number of attempts KillDisk make to perform an operation when an error is encountered before it stops
command execution

Use disk lock
Locks disks from being used by any other applications
Ignore disk lock errors
Errors encountered with KillDisk not being able to access locked disks are ignored
Ignore read/write errors
Toggle whether errors should appear for read and/or write errors.
Rely upon disk performance

Set a minimum acceptable read/write speed in megabytes per second for disks to flag underperforming drives.
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SMART Diagnostics
SMART attributes may also be used in error handling, so threshold limits may be set on some or all of the disks

SMART parameters. This may speed up processing by immediately terminating operations with unusable drives.

== SMART Diagnostics
. 3 Disk S.M.A.R.T. attributes failure control

Use SMART Diagnostics

4. Use SMART. attributes do determine threshold limits te terminate any long-going disk action, such as Erase or Disk
— Examination to avoid unstable behavior due to disk failures, if any of define SMART attributes rules criteria is met.

Critical device status attributes ~
[] [003] Spin-Up Time Might indicate either a controller or a spindle bearing problem
(] [005] Reallocated Sectors Count Indicates how many defective sectors were discovered on the drive
[ ] 1010] Spin-up Retries Indicates severe controller or bearing problem
[197] Current Pending Sectors Indicates how many suspected defective sectors are pending for fu
[198] Off-line Uncorrectable Indicates how many defective sectors were found during the off-lir
Device error attributes
[] [007] Seek Error Rate Frequency of the errors during disk head positioning

[11013] Soft Read Error Rate

11187 Reported Uncorrectable Errors The number of UNC errors, i.e. read errors which Error Correction C

] [200] Write Error Rate Rate of errors during write operations

[] [201] Soft Read Errar Rate

[ [250] Read Error Retry Rate o
< >

Select All | | Select None

Validate disk SMART attributes at every of ongoing process

Figure 63: SMART Diagnostics

B Note: Query execution for SMART attributes is very time and resource consuming operation. It can pause
disk erasure procedure for several seconds. Thus it is recommended to validate these attributes not very
frequently.

Email Notification Options

Email Notifications

Ki11Disk can deliver results of its sanitation process by e-mail.

E-Mail Notifications

2

Use E-Mail Motifications

E-mail notifications options

Attach certificate to e-mail
L] attach xml report to e-mail

L] attach application log to e-mail

Figure 64: Email Notification Options
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Certificate, XML Report or Application log can be emailed to the client, just check the related option.

When you check Use E-Mail Notifications option, the next set of options: SMTP Server Settings will be available
for configuration.

SMTP Server Settings

These settings allow configuring mailer settings for delivering erasing/wiping reports to your mailbox. Simple Mail
Transport Protocol (SMTP) is responsible for transmitting e-mail messages and needs to be configured properly.

? SMTP Server Settings
_-:J

Settings for e-mail hotiication

@ Free Account O Custom Account

To:
From:

Server:

Port: Choose any port number within range from 25 to 5000

Figure 65: SMTP Settings

Account Type
Kil1Disk offers you a free SMTP account located on www . smtp-server . com that can be used for sending
out reports. By default all required parameters are pre-filled and configured properly. The only field you need to
type in is the e-mail address where reports will be sent to. If your corporate policy does not allow using services
other than its own, you need to switch this option to Custom Account and configure all settings manually. Ask
your system/network administrator to get these parameters.

To
Type the e-mail address where erasing/wiping reports will be sent to

From
Type the e-mail address which you expect these reports to come from

SMTP Server
Kil1Disk offers you the use of smtp-server.com for a free SMTP account. This account is pre-configured for
KillDisk users. Ask your system/network administrator to get the SMTP server name to be used in the Custom
Account

SMTP Port
For the free SMTP account, K111Disk allows you to use smtp-server.com on port 80. This is a standard
WWW port being used by all web browsers to access the internet. This port most likely will be kept open on a

corporate or home network. Other ports can be filtered by and closed on a network firewall. Ask your system/
network administrator to set proper SMTP port for the related SMTP server.
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SMTP Server requests authorization

To avoid spam and other security issues, some SMTP servers require each user to be authorized before
allow sending e-mails. In this case a proper user name and password are required. Ask your system/network
administrator to get proper configuration settings.
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Disk Batches are used to organize disks into groups, depending on what the disks are being used for, type of disk,
or the desired operation to be performed on them: Examine, Erase, Wipe, Clone and combinations. The user has
complete freedom to use disk batches however is most convenient for their particular use case. Disks can be added or
removed from a particular batch at any time.

File View

Actions  Tools

windows Help

B Disk Explorer & Disk bays layout E@ SMART Monitor
. i L H
Erase batche Examine batche -] Refresh B ‘“E] ]
7 View » & Settings
1 2 Removable disks
el ATA ST32000542A5 MDEd EuEL Kingston DataTraveler 2.0
) ngston DataTraveler 2.
hy-1:7 u d Ri bl

SSVNaW Serial: 6XWO3YGA Platform ID: sdg nassiane UNASSIGNED Emovable Serial: Platform ID: sdh

Type: Fixed Disk Size: 1.82 TB Type: Removable Disk Size: 14.4 GB
Bp-2 @ HP-4
phy-1:6 ATA ST2000DMO01-9YN1 phy-0:4 ST32000542AS
us NSW Serial: WLEL1STPR Platform ID: sdf Emerald Serial: XW11E68 Platform ID: sdi

Type: Fixed Disk Size: 1.82 TB Type: Fixed Disk Size: 1.82 TB
BD-3 E HP-6
phy-1:5 ATA ST32000542AS phy-0:6 ATA ST32000542AS
us NSW Serial: SXW1D3WH Platform |D: sde Emerald Serial: 6XW1FLO5 Platform ID: sdj |

Type: Fixed Disk Size: 1.82 TB Type: Fixed Disk Size: 1.82 TB 1%
B Dp-4 E HP-7
phy-1:1 ATA ST320005XXXX phy-0:7 ATA ST32000542AS
us NSW Serial: 6XWOBS9W Platform ID: sdd Emerald Serial: 6XW0073)] Platform ID: sdk

Type: Fixed Disk Size: 1.82 TB Type: Fixed Disk Size: 1.82 TB

Disk batches may have

B D-5 B pB-2 B a
phy-1:0 ATA ST32000542A5 Tt distinctive colors for easier
R Serial: XWI17NTA IP\at orm ID: sdc Emerald UMNASSIGNED navigation

Type: Fixed Disk Size: 1.82 TB
B D-6 F UsB-DI
phy-1:3 ATA ST32000542AS Jdevisdl
Extra Serial: SXWON6DB Platform ID: sdb NO DISK

Type: Fixed Disk Size: 1.82 TB

Figure 66: Disk Batches distinguished by color

Once disks are batched together, they may be treated as a group and similar settings may be set for this batch.
Likewise, operations may be performed on these batches — initiating the operation on a batch will perform the
operation on all the disks belonging to the batch.

Create Batches

Create a Disk Batch
Disk batches are created using the Batch Control toolbox.

= Note:

If you can't find the Batch Control toolbox when you run KillDisk, make sure that you have the view
activated. To do this, navigate to the file menu bar, click View > Windows > Batch Control There should be
a check mark next to the Batch Control view.

In the Batch Control toolbox, click New batch. This will open the Create a New Batch configuration wizard. After
configuring batch settings, click Finish and the new batch will appear in the batch control window.
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Batch Control & x
ﬁ?ﬂ Mew batch @ Edit batch @ Remove All »
# Title Disk Name Status
hd hI_ MyBatch [4 bays]

1 Disk Bay 1-2 Mo Disk
2 Disk Bay 1-3 Mo Disk
3 Disk Bay 1-4 Unassigned

4 Disk Bay 1-1 \\\PhysicalDriveQ Ready

Figure 67: Batch Control Toolbox

Adding disks to a disk batch
Disk bays can be added to batches in several ways:

* From Disk Bays view
*  From Edit menu

Read Add Disks to Batches for more information.

Removing disks from a disk batch

Disks are removed from a batch in a very similar way to the way they are attached. Follow the same steps as with
Adding Disks, only select bays that are attached to batches and select the Detach command.

Deleting batches
Batches can be deleted by selecting the batch in the Batch Control toolbar and selecting the Delete command.

Edit batch attributes
Batch attributes can be edited at any time after batch created. See: Edit Batch Attributes on page 71
= Note:

Disk batch attributes changed every time if altered in confirmation dialog before executed.

Add Disk Bays to Batches

Disk Bays can be assigned to existing disk batches in order to apply same batch attributes for selected tasks (disk
examination, erasure, etc).

= Note:

Single disk bay can only belong to the one batch.

Once a new batch is created, a new message will appear at the top of the Disk Bays view of the Disk Explorer
window, prompting you to add disks to the new batch.
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Select disks to add to the batch and dick Dene to confirm selection. Done
1 2 |
] New Disk Bay 0 ] New Disk Bay 3
Unassigned Unassigned
UNASSIGNED UNASSIGNED

Figure 68: Adding disks to a batch in the Disk Bays view

Click on disks to select them and/or click on selected disk to remove them from the batch disk selection. Once the
desired disks are selected, click Done in the message toolbar and the selected disks will be added to the new batch.

Alternatively, disks can be added to a batches in one of several ways:

From Disk Bays view

I
| B Disk Bay 5-4 PhysicalDrive36

NO DIS

@ Disk Bay 5-5 1o Disk Ph

NO DIS
i B Disk Bay 5-6 o Disk Ph - rties SMART
NO DIS SetPort » th Control
T - Remove All
5 Disk Bay 5.7 0 01k ph [%Assign baysto & MyBatch |, o
| e  Status
NO DIS ¥ FigMake new batch..
9 Disk Bay 5-8 110 D= Ph W Refresh F5 1 Disk Bay 5-5 No Disk
| 2 Disk Bay 5-6 Mo Disk
NO DISH 3 Disk Bay 5-7 No Disk

Figure 69: Assign Disk through the Disk Bays View

In the disk bays view, select the disk(s) that you'd like to place in a batch.
Right-click on the disk.
Hover over the Assign bays to option to see a list of available batches.

Pl ol

Select the desired batch from the list to place the selected disk into.
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From Edit menu

Edit View Tools Help

. E_;New batch L ?é 3:{12 "

{ 2
ort: 1-02-00
Set Port » BDSC2BP480G4
| JR504405A4480BGN
ed Nisk. SSD  Sire: 447 GR
Select All Ctrl+A P" 22 PhysicalDrive 10
Wi Assign bays to » ailvlyBatch I,\\,
L g
FyMake new batch.. vell
E—‘;Disk layout Editor Ctrl+M NO DISK

Figure 70: Assign Disk through the Edit menu bar

In the Disk Explorer, select the disk bay(s) that needs to be assigned

Click Edit menu bar

Hover over the Assign bays to action to see a complete list of available batches
Click on the desired batch. The selected bay(s) will be assigned to that batch.

Cal ol

Edit Batch Attributes

When you create a new disk batch, you will encounter the Edit Batch window, where disk batch settings may be set.
For existing disk batches, you may access this window by selecting the desired batch in the Batch Control toolbox
and clicking Edit Batch toolbar button.

Batch Attributes

These are General Settings for the batch, such as Title, Color, how the batch is displayed, and more.
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E@,‘ MyBatch

Edit MyBatch disk batch properties
L]

Disk batches are used for automated actions applied for group of disks with the same action attributes at once.

2 =]

gk = . = 8 o = 4 | = -
Show start = Dis = Disk Erase Batch = Batch = Show complete
dialog Examination options Certificate Report dialog

Batch General Options
@ Batch Gener... =
Grouped of disk bays for simultaneous processing
i Disk Examin...
78

,_:.r_‘ ¥ Disk Frase o... Title: | MyBatch color: | NI ~ Usc colored disk bay background to visually distinguish disk battches,

‘fﬁ\‘ Batch Certifi... D Autoload disk batch in separate tabbed view

_ = Ignore unplugged or empty disk bays

Le:;_]‘? Batch Report Show notification dialog after batch processing
‘. 3}{] E-Mail Notif.. Show start (this) dialog before batch processing

&sp Print disk la...

g% Error Handli...

"% Selected Dis...

Figure 71: Batch Editor - General Settings

Disk Examination

These settings allow you to configure the optional Disk Examination feature, toggling it on/off, method of
examination, setting disk integrity thresholds and how these reports are saved.

Read Disk Examination Options on page 54 for description of each attribute.

Disk Erase

These settings configure the disk erase settings for the batch. Erase methods, verification, and report settings can be
changed here. Additional options can be individually configured here by clicking Show Advanced button.

Read Disk Erase Options on page 52 for description of each attribute.

Disk Wipe

These settings configure the disk wipe settings for the batch. Erase methods, verification, and report settings can be
changed here.

Read Disk Wipe Options on page 53 for description of each attribute.

Disk Clone
This feature allows the user to configure either a disk or disk image to write to all the disks in the batch.

Read Disk Clone Options on page 55 for description of each attribute.

Batch Certificate

These settings give you the option to toggle whether or not to issue an erasure certificate upon erase and configure
the options to include, like name, destination, details and comments. Options for printing and issuing individual
certificates for the particular disk in the batch can be configured.

Read Certificate Options on page 56 for description of each attribute.
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Batch Report

These settings give you the option to toggle whether or not to issue an erasure XML report upon erase and configure
the options to include, like name, destination, SMART details. Options for issuing individual XML reports for the
particular disks in the batch can be configured.

Read Report Options on page 58 for description of each attribute.

Email Notifications

User can turn on email notifications for batch operations and attach a Certificate, XML Report and Erase Log to the
email.

Read Email Notification Options on page 65 for description of each attribute and SMTP settings configuration.

Disk Labels

User can turn on displaying and printing disk labels after batch operation completion, as well as configure default
printer and customizing label templates.

Read Labels Options on page 60 for description of each attribute.

Error Handling
For each batch error handling attributes can be set individually.

Read Error Handling Options on page 63 for description of each attribute.
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Advanced Tools

Kil1Disk offers a number of advanced tools to work in conjunction with the software to make operations easier to
perform and the disks easier to navigate. Ki11Disk give you the power to browse through disks on both a file level
and a low, hexadecimal (HEX) level. Disk health analysis with its' SMART monitor as weell as logs/reports export to
the external databases fully supported in KillDisk Industrial version. This section describes each of these features at
length:

» File Browser

* Hexadecimal Viewer

*  SMART monitor

» Erase History and Export to Database

File Browser

Kil1Disk also includes a built-in file browser for examining the contents of disks for verification purposes of the
procedure and that correct hard drives are being selected, and validation that erased files have been overwritten after
erase and wipe. Details on using this feature will be discussed in this section.

B Note: Kil1Disk will detect existing files, as well as files that have been deleted, but not sanitized. They
will appear grey and indicate deleted files with a high probability of being recovered with file recovery tools.
Opening the Browsing View

To browse the contents of a specific disk from the Disk Bay layout view, simply select the desired disk and click
Browse Disk in the action toolbar or select related command from the context menu.

© B H H &8 H K

Refresh Run Batch, Erase Disk  Examine Disk Browse Disk  Disk Viewer

=| 4 [ E
E| View :} Customize

1 2

B Disk Bay 1-1 Port 0-01-00

ST2000VNO04-2E4164 -

Serial: Z5230CZR Type: Fixed [ | /gExamine Disk 1

Cize: 1A TR - T
B Disk Bay 1-2 Phys sBErase Disk PhysicalDrive 10

N O DIS k| ¥5Browse Disk 5 DISK

B Disk Bay 1-3 Phys ADisk Viewer Ctrl+H PhysicalDrive11

Figure 72: Launching the File Browser

This will launch the file browser window, seen below.
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ﬁ Disk Explorer ¥ Browsing PhysicalDriveo X File Folder: $Extend Properﬁes -

} Name Value

% v File Folder General

T Name §Extend

& customize , Full Path H:\$Extend
@ Unallocated Space Name Status System
v & BACKUPS (H:) £3 dvd Size 0 bytes (0 bytes)

v @ ! Lost & Found ! ] 0.0.0_log.txt File Count 3
&1 $Extend 7] 0.1.0_log.txt v Attributes
& SRECYCLE.BIN ] dvdauthor.txt File Attributes Hidden, System, Directory
3 BACKUPS [] dvdauthorxml Date Created 1/5/2018 10:43 AM
3 LinuxBuilder J] dvdflicklog Date Formatted
2 Recovery ~] ffmpeg_audio_title0_track0_source Date Accessed  1/5/2018 10:43 AM
£ Repository ~] fimpeg_audio_title0_track1_source ¥ Advanced Properties
&3 System Volume Information || .J] ffmpeg_video_title0_source0.txt ID n
@ Temp ~) imgburn_write.txt Parent ID 5
£ VMWARE ] mkvextract.txt File Streams
1 Work ] mplex_title0.txt File Entry Position 3,221,236,736 bytes

@ Unallocated Space File Entry Length 1024

< >

Figure 73: File Browser Window

The file browser window displays the disk selected. The file explorer windowed view may also be manipulated by
navigating to the Customize button at the top. Here, you can you have options to manipulate the elements below.
Show System Files

Toggles advanced disk information (system files) being shown
Show Unallocated Partitions

Toggles the unallocated disk partitions being shown
Navigator Pane

Toggles the Navigator Pane view on and off.

v 3 DATA (D) Name Size *

KillDisk 10 C;

Figure 74: Deleted Files in the File Browser

Grey files indicate deleted files that have not been sanitized. These files are recoverable. Running Ki11Disk's Wipe
operation will ensure these files are unrecoverable and make these grey files disappear from the file browser.

5 Note: Found deleted files will appear in their original directory (before they were deleted). The ! Lost &
Found ! folder a virtual directory created for found deleted files where the directory information is not
discovered by the application.

Disk Viewer

KillDisk's Disk Viewer allows users to view the contents of connected drives on a sector's level in a hexadecimal
view. To launch it, select a disk to be inspected and click Browse Disk toolbar button.



B pisk Explorer [# PhysicalDriveo - Disk Viewer X
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¢ Find  Navigate . | File Browser
@ settings., | [A] Ascll | [U] Unicode

offset 00 01 02 03 04 05 06 07 08 0% 10 11 12 13 14 15 ASCII

000000000033¢ 10 EB F2 F4 EB FD 2B C9 E4 64 EB 00 24 02 EOQ F8 .s0bey+EadE. . ag
0000000000352 24 02 C3 49 6E 76 61 6C 69 64 20 70 61 72 74 69| | [$.AInvalid parti
0000000000368 74 €9 6F 6E 20 74 61 62 6C 65 00 45 72 72 6F 72| | tion table.Error
0000000000384 20 &C &F &1 64 €9 6E 67 20 6F 70 &5 72 €61 74 €9 leocading cperati]
0000000000400 €E €7 20 73 79 73 74 65 6D 00 4D €9 73 73 69 6E|| ng system.Missin
0000000000416 67 20 6F 70 65 72 61 74 69 6E 67 20 73 79 73 74| | g cperating syst
0000000000432 | |65 6D 00 00 00 63 78 9A] |[EA 50 3F 08| 00 00 00 20| | fm...c{.pp2.]. [
00oooooo0O448 21 00 07 FE FF FF 00 08 00 00 00 78 EO EB| |00 00 LI )74 SR xééTT
0000000000464 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00|00 00
0000000000480 00 00 00 00 00 00 00 00 00 00 00 00 00 00|00 00 .
0000000000496 00 00 00 00 00 00 00 0O 00 00 OD OO0 OD O0D[ 55 AA | |teernnrnnnnnnn o*
0000000000512 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ... ..oioon.o.
0000000000528 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 | touriinnnnnnnn
0000000000544 00 00 00 00 00 00 00 0O 00 00 0D 00 00D 00 00 00 | oot iinnnnnnn
0000000000560 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | - .

Figure 75: Disk Viewer with the MBR Template

~

Templates
Waster Boot Recol | ¥ |5
Name
Bootstrap code
Disk serial number
(reserved)

Vv Partition 1 (NTFS, 1.8...

Active partition fla..
Start head

Start sector (bits 0-...

Start cylinder (lowe
File system ID
End head

End sector (bits 0-5

End gylinder (lower...

First sector

Total sectors
Partition 2 (Unused)
Partition 3 (Unused)
Partition 4 (Unused)

4

g x

o000 @ »

Offset Value *

000
1B8
1BC
1BE
1BE
1BF
1C0
11

2
1C3
1C4
1C5
1C6
1CA
1CE
1DE
1EE

3I3FFFFFF.
FFFFFFFF.
00

0x0

32

0x21
0x0

0x7

254
OXFFFFFF.
OxFFFFFF.
2048
3,907,02.
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To make it easier to navigate the Hex Editor view, Ki11Disk also offers a list of templates to help display the
organization of the sectors on the disk by colored sections. The above uses the MBR template, below is a template for
NTEFS file system boot sector.

Templates F X
Wrssossetn |G & B[ ool @[ oomlg
Name Offset  Value Copy Value
JMP instruction 000  FFFFFFFFFFF.. FFFFFFFFFFFFFE
QEM ID 003  NTFS NTFS
~ BIOS Parameter Block ooB
Bytes per sectar 008 512 512
Sectors per cluster 0D 8 8
Reserved sectors 00E 0 0
[always zerc) 010 000 000
(unused) 013 00 00
Media descriptor 015 248 248
(unused) 016 00 00
Sectors per track 0e 63 63
Number of heads 01A 255 255
Hidden sectors 01C 567296 567,296
(unused) 020 0000 0000
Signature 024  FFFFFFFFFFF... FFFFFFFFFFFFFE
Total sectors 028 272,629,759 272629739
$MFT cluster number 030 725343 725343
$MFTMirr cluster number 038 2 2
Clusters per File Record Se... 040 248 246
Clusters per Index Block 044 1 1
Volume serial number 048  GBGFFFFFFF.. GBGFFFFFFFFFF
Checksum 050 0 0
Bootstrap code 054  FFFFFFFFFFF... FFFFFFFFFFFFFE
Signature (35 AA) 1FE | 55FFFFFFFF..  55FFFFFFFFFFFI

Figure 76: NTFS Boot Sector Template



Templates %]

Master Boot Recor [E] i @ 0000 >

No template - Value
Partition Records 1
woef)
GUID Partition Table 13
NTFS templates
NTFS Boot Sector
NTFS MFT File Record
FAT Templates I_ o
FAT Boot Sector .
FA‘I’?ElBoat Sector ®
FAT Directory Entry
exFAT templates
exFAT Boot Sector
exFAT Directory Entry
Hierarchical File System (HFS+) temp...
HFS5+Volume Header
HFS+ Catalog Node
HF5+ File Record
Linux Extended File Systems templat...
Ext2/3/4 Superblock
Ext2/3/4 Inode -

Bookmarks | Data Inspector l Find Results

Figure 77: Disk Viewer Templates

The Disk Viewer also includes a Find feature, for locating specific data in the low-level disk view

Find what

Input the characters you are searching for in ANSI, Hex or Unicode
Search Direction

If you have an idea of where the data may be located, specify where to search
Not

Search for characters that do not correspond to the Find what parameter
Ignore case

Disables case-sensitivity in the search
Use

Select between Regular Expressions and Wildcards
Per block search
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To speed up the search process, if you are familiar with the position of the data in the data block, you may specify

a search with an offset or beginning of the object



@ Active@ KillDisk Professional [Licensed to: LSoft Technologies Inc]

File Actions Edit View Tools Help
M) Disk Explorer & Browsing SYSTEM_DR| Find text X l
It: a }:) a Find what
Back Forward Find Navigq
ANSI: Sensitive datal I vl
Offset 00 01 02 03 04 05 0
000000288 66 58 66 58 66 58 ¢ Hex: 53 65 6E 73 69 74 69 76 65 20 64 61 74 61
000000304 F9 EB 2A 66 33 D2 6
Unicode: | SUREMETE
000000320 8A CA 66 8B DO 66 C
000000336 40 8A E8 CO E4 06 0
Find options
000000352 82 74 FF 81 C3 00 0
000000368 54 4D 47 52 20 20 2
Search direction: | Search down |=¥ |:| Not D Ignore case
000000384 00 00 00 00 00 00 O
000000400 00 00 00 00 00 00 O []lha Regular expressions | =*
000000416 00 00 00 00 00 00 0
000000432 | |73 6B 20 65 72 72 @ | L[] Perblocksearch
000000448 20 61 6E 79 20 6B 6
Search for provided criteria at every offset position in each data block starting from beginning of the
000000464 61 72 74 0D 0A 00 0 object or from current cursor position.
000000480 00 00 00 00 00 00 O )
Calculate first block from Current cursor position Beginning of object
000000496 00 00 00 00 00 00 O
000000512 52 52 61 41 00 00 O Offset in block: | 0 Block size: | (bytes) [
000000528 00 00 00 00 00 00 0
Output Restore Defaults Find Find All Close ’
11:09:25 PM: Ready

11:09:20 PM:
11-NG-20 DM-

Initialization compreteo

Analuzinea Aicl TEFivad Niel N (\\

Figure 78: Finding Data

Disk Viewer's Navigate feature, located on toolbar allows:

Go to Offset

\ DhiseimalNrivan) !

Jumps to the particular offset that needs to be entered manually in a decimal or hexadecimal form

Go to Sector
Jumps to the particular sector or cluster on the disk
Partition Table

Jumps to the sector where partition table is located, for example to the first sector on MBR disks

Partition Table

Jumps to the sector where partition table is located, for example to the first sector on MBR disks

Particular Partition
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Lists all partitions and allows to jump to the boot sectors, to the beginning and to the end of any available

partition.
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Mavigate .| File Browser
U ¥ Go to Offset.. Ctrl+Shift+G
»Go to Sector... Ctrl+G

Partition Table

Unallocated Space [1.00 ME]
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0% 10 11 12 13 14 15
8E D8 BE 00 7C BF 00
1C 0&e CBE FBE BS 04 00
OF 85> 0OE 01 83 C5 10
46 11 05 Ceé 4¢€ 10 00

Primary NTFS [1.82 TB] b\&s Boot Sector (2,048)

Unallocated Space [1.09 ME] 4 Boot Sector Copy (3,907,026,943)
7C 68 01 00 68 10 00 B4 42 (v ooy

9F 83 C4 10 9E EB 14 B8 01 T

SA 76 01 SA 4F 02 8A 6E 03  SMFT Mirror (2,064)

Figure 79: Disk Viewer Navigation Options

SMART Monitor

KillDisk supports displaying SMART information pertaining to the disks it sees. This is done simply by navigating
to the file menu bar and selecting Tools > SMART Monitor. This will open the SMART Monitor window shown

below.

File View Actions Tools Windows Help

N KillDisk Industrial 1.2 licensed to: LSoft Development (as superuser) - + X

HH pisk Explorer [ ‘ |1 Disk bays layout [0 | Application Log view [] | E8 SMART Monitor [E) D-1-5 [Ready] - Properties ®
Name Value
Start EEI Stop ‘;“"3 Refresh Label D-1-5
Status Ready
{6} Settings Port phy-10:4
Display name | Device model Serial number Firmware version | Raw Read Error Rate  Reallocated Sector Count | Spinup Re | Mask VISIBLE; REA
Idevisd]  ST32000542A5 EXWA4AHY cca4 103695559 0 0 CeEn S
/devisde  ST32000542AS SXW1HP2Y ccas 50344340 0 0 D bl )
idevisdg  ST32000542A5 EXWIATTL ccoa 117446345 0 0 EEiEslEy CATNEHL,
sdevssdd  ST320005XXXX 5XW00Q54 ccas 25986444 0 0 piadbiskcanaral
idevrsdi ST3200054245 SXWOKGZ0 cCa4 169341180 0 0 e il
Idevssdf  ST32000542A5 SXW1BX4V ccae 135334325 0 0 REIMTENE sl
/devssdc  WDC WD3000HLFS-D1G6UO WD-WXI 309086824 04.04V01 417079 661 0 Gl e AESEEDE
/devisdh  ST32000542A5 9XWOIXAF cca 57872359 0 [} Gl @2
Serial Number SXWO00Q54
b Status Ready
. - = Type Fixed Disk
Qutput [ |+Device Size
4:36:15 PM ADT: Is separate cert-s: No - Total Size 1.82 TB (2,00
4:36:13 PM ADT: Updat%ng d%sk 'Fixed D@sk 4 (/dev/sdd) ... ‘ | Unallocated space  1.82 TB (2,000
4135133 M ADT: Updating disk Fixed Disk 4 (/devrodd)+ ... J||  Unalocated span 1628 2089
4135:13 PM ADT: u:d:tﬂg disk 'Fired Diok 4 (de:/deJ'::: Lo TG
b 4:33:43 PM ADT: Disk erase Partition Style Master Boot
4:33:37 PM ADT: Initialization completed. Partitioning MBR (Basic)
4:33:37 PM ADT: Analyzing disk 'CDRom Disk @ (/dev/sr@)'... Total Sectors
4:33:37 PM ADT: No positive bay ID for: /dev/sr@ Bytes per Sector 512
4:33:37 PM ADT: Analyzing disk ‘legd Disk 24 (/dev/sdx)'... Sectors per Track 63 1
4:33:37 PM ADT: No pc.s%t:-:e‘bay ID for: /fdev/sdx Tracks per Cylinder 255 =
4:33:37 PM ADT: Analyzing disk 'Fixed Disk 23 (/dev/sdw)'... | |a/— D
°

Figure 80: SMART Monitor

SMART Information

The SMART Monitor displays a list of all discovered disks and shows the SMART information next to them in table
format. The following SMART information is shown as separate columns:

* Display Name
* Device Model
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» Serial Number

* Firmware Version

* Read Error Rate

* Reallocated Sectors Count
* Spin-up Retries

* Command Timeout

* Reallocated Event Count

* Current Pending Sectors

* Reported Uncorrectable Errors
» Soft Read Error Rate

* Read Error Retry Rate

Configurable Settings
In the Settings drop-down menu on a toolbar, these are the parameters that can be configured:
Monitored disks
Here you have the option to either display All Disks seen by the system, or only the Active (processing) disks.

Refresh Rate

This specifies the interval in seconds between updates to the SMART information displayed when the SMART
Monitor is running.

Running the SMART Monitor

The SMART monitor can either be refreshed manually or run to keep the information current. To run the SMART
monitor, simply click the Start button in the action toolbar. To pause or stop auto-refreshing sequence click Pause or

Stop buttons in view's toolbar respectively.
= Note:

SMART Monitoring is a process that requires a lot of resources. It can slow down erase/wipe/examine
process significantly. We advise you to avoid querying SMART information very often.

Erase History Log

Erase History is a feature that allows you to oversee all your operations from within KillDisk Industrial. Once any
KillDisk Industrial operation completes, the results of this operation are added to the Erase History log stored in the
local database, and are available to use with any of the features explained below.

To access the Erase History do one of:

1. In the file menu bar, navigate to Tools > Erase History or
2. Press CTRL +L
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@ Disk Explorer G, Erase Log View X

k- ;1 b b L I-
= i g U= &
Connect Refresh Show Certificate  Show Report Clear

Processed Disk Batches

Marne Status Started Elapsed Result 2
Disk Batch 321 &3 Failed 11/06/2018 16:3%11  00:00:24
BachEject « Success 11/06/2018 15:24:54  00:00:23
BachEject « Success 11/06/2018 15:16:54  00:00:23
BachEject J Success 11/06/2018 15:11:07  00:00:21
BachEject f Success 11/06/2018 14:46:20 00112
Wiping €3 Failed 08/06/2018 17:27%:01 000216
Wiping « Success 03/06/2018 17:15:48  00:01:07

AFCLOMNESYS « Success 08/06/2018 15:24:07  00:01:08
AFCLOMESYS « Success 08/06/2018 15:17:24 00110
AFCLONESYS ( Success 08/06/2018 15:10:47  0:01:05
AFCLOMESYS { Success 08/06/2018 15:08:46  0R:01:18
AFCLOMESYS J Success 08/06/2018 14:52:02  00x01:06
AFCLOMESYS q Success 08/06/2018 14:22:23  00:01:09

Figure 81: Erase History Log View

Action Toolbar Options
Connect

Allows you to connect to your external database to export erase logs. After providing credentials to log into the
database, KillDisk Industrial will be able to export certificates and reports, as well as erase history to the external
SQL database

Disconnect

Disconnects and stops exporting to the external SQL database, however Erase History still kept and accumulating
in the local database

Refresh
Refreshes the erase history to reflect any recently completed operations
Show Certificate
Shows the corresponding PDF erase certificate for the selected erase operation
Show Report
Shows the corresponding erase report for the selected erase operation
Clear
Clears the erase history

Additional Options
Show Batches View

Rather than showing history for each individual disk, batches are displayed together
Filter

Filter the operations displayed by success rate, batching, or display all

For the individual disk history, completed processes can be viewed and sorted by important attributes like Serial
Number, size, date and more:
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Export Log to SQL Database

Elapsed
00:01:46
00:00:46
00:00:38
00:00:05
00:00:39
00:00:05
00:00:42
00:00:06
00:00:45
00:00:45
00:00:23
00:00:22
00:00:03
00:00:20
0:0n:20

Mame

WDC WDT740ADFD-00NLRS

WDC WDT740ADFD-00NLRS

WDC WDT740ADFD-00MLRS

WDC WDT740ADFD-00NLRS

WDC WDT740ADFD-00MLRS

WDC WD740ADFD-00NLRS

WDC WD740ADFD-00NLRS

WDC WD740ADFD-00NLRS

ATA ST32000542A5 SCSI Disk Device
ATA ST32000542A5 SCSI Disk Device
ATA ST32000542A5 SCSI Disk Device
ATA ST32000542A5 SCSI Disk Device
ATA ST32000542A5 SCSI Disk Device
ST320005X3XX

ATA STIZDNNSAZAS SCSI Misk Nevice

Serial ID
WD-WMANS52178949
WD-WMANS52172313
WD-WMANS52172313
WD-WMANS52172313
WD-WMANS52172313
WD-WMANS52172313
WD-WMANS52172313
WD-WMANS52172313
SXWOYEX0
BXW1A8M1
SXWOYEX0
BXW1A8M1
BXW1A8M1
SXWODQAF
SHWIYRXD
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KillDisk Industrial's Export feature allows to send out all current logs, certificates and reports from locally stored
database over the network to the external SQL database. Both local Erase History and all future transactions can be

exported after connection to database is established.

Connection to SQL Databases supported:

To connect to the external SQL database do one of:

Microsoft SQL Server

ORACLE
PostgreSQL
MySQL

1. Navigate to File > Preferences or press F10. Then click Database Export tab on the left

2. Alternatively, on the file menu bar, navigate to Tools > Erase History or press CTRL + L. Then click Connect
toolbar button

3. Database Export dialog appears:
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[ KillDisk for Industrial Systems Preferences >

“E Database Export
Define connection options to external database

Driver:

Database Name: |

Microsoft SOL Server (via ODBC)

Username: PostgreSQL

Password: ORACLE

Hostname: SERVER18

Port: Default S

] Export certificates and reports for batches as BLOBs
] Export certificates and reports for each disk as BLOBs

] Export existing erase history

/1y Database Export: Export options take effect only on first connection to database!

Restore Defaults OK Cancel

Figure 82: Database Export Dialog

Select Driver for the particular database you want to connect to from the list of databases
Type in the Database Name on the remote end

Type in the database Username for the connection

Type in the database password for the selected user

Type in the Hostname (which can be IP address or local Network Server Name)

Select a TCP/IP Port to use, if it is different from the defaut value for the particular database
10 Set check marks, if needed, for the additional export options:

L XA

» Export certificates and reports for batches

» Export certificates and reports for particular disks

» Export existing erase history (can be done the only once per a new connection)
11. Click OK to test connection and store connection parameters in settings for future use

Once a connection to the external SQL database established, KillDisk Industrial starts exporting all information
related to the current operations automatically.

= Note:

For the database export to be successful you need to provide a database user with privileges enough for
creation two tables (DISKS and BATCHES) and populating these tables with current operation's parameters.
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Troubleshooting and System Recovery

In the event that you encounter technical difficulties with Ki11Di sk, you may choose to either troubleshoot the
system yourself with the files describe or, if you have active support and updates (you receive 1 year free with your
purchase), contact our support team and attach your application log and hardware configuration file.

Common Troubleshooting Tips

Active@ KillDisk Troubleshooting:
Disk data will not erase

Ensure you are not erasing the system disk from the application. Use the boot disk to erase system disks
Data still found after a "Wipe' operation

The Wipe operation will only sanitize data that has already been deleted in the OS. To sanitize all the data,
including the operating system, use the 'Kill' operation

Erased the wrong disk

Stop the operation as soon as possible. Once data is sanitized by KillDisk, it will no longer be accessible. Use a
tool like Active@ File Recovery to recover any data that has not been sanitized

Application Log

This log view monitors each action taken by the application and displays messages, notifications and other service
information. Use the messages in this screen to observe and further understand the flow of the recovery process.

To open and activate Application log view do one of the following:

* From main menu choose Tools > Application Log or
* Use F8 keyboard shortcut at any time

It is best to save the log file to a physical disk that is different from the disk that holds the deleted data. By doing this,
you reduce the risk of writing over the data that you are trying to recover.
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g 1% total progress - | a
Eile Actions View Tools Help
) Disk Explorer Application Log View X
=
5
Save Log As  Save Hardware Info As
7:20:45 PM: Validating disk 'Fixed Disk 3 (\\.\PhysicalDrive3)'... ~
4 7 : Disk Erase [}g
: Processing sequence started
K i ed Disk 3 (\\.\PhysicalDriwve3) started
.................... US DoD 5220.22-M; 3 passes
Create Erase Certificate........ Yes
File Location. \Users\Administrator\certificates\
4
Use Disk LOCK...:ttvnnnnnnnns. . .Ho
Ignore L
@ KillDisk
4
5
Report LocCation.....v:ivenennnnnnas Ci\Uzers\Administratorireporcs) W

Figure 83: Viewing the application log

Log filter
Show or hide specific entry types in log view:

Show warning entries
Show non-critical warning entries
Show advanced entries
Show advanced entries related to application behavior and data analysis
Show console entries
Duplicate console entries into main log view
Show system entries
Show entries related to operating system activity and state
Font size
Change size of mono-space font used in log view for better experience
Write log on Disk
Writes log entries in dedicated file on disk, located in application directory. Off by default.
Expand and Collapse
Expand or collapse all log entries respectively
Clear

Clear log for current application sessions

O Tip: We recommend that you attach a copy of the log file to all requests made to our technical support group.

The entries in this file will help us resolve certain issues.
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Hardware Diagnostic File

If you want to contact our technical support staff for help, a file that contains a summary of your local devices is
helpful.

KillDisk allows you to create a summary listing file in XML format. This data format is “human-readable” and
can help our technical support staff analyze your computer configuration or point out disk failures or abnormal
behavior.

Create a hardware diagnostic file from the File menu by clicking the Save Hardware Info as... command.

= Note: To save time when contacting our technical support staff, we highly recommend that you provide us
with a hardware diagnostic file.
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Appendix

Glossary

BIOS settings

Basic Input Output Subsystem. This programmable chip controls how information is passed to various devices in the
computer system. A typical method to access the BIOS settings screen is to press F1, F2, F8, F10 or ESC during the
boot sequence.

boot priority
BIOS settings allow you to run a boot sequence from a floppy drive, a hard drive, a CD/DVD-ROM drive or a USB
device. You may configure the order that your computer searches these physical devices for the boot sequence. The

first device in the order list has the first boot priority. For example, to boot from a CD/DVD-ROM drive instead of a
hard drive, place the CD/DVDROM drive ahead of the hard drive in priority.

compressed cluster

When you set a file or folder property to compress data, the file or folder uses less disk space. While the size of the
file is smaller, it must use a whole cluster in order to exist on the hard drive. As a result, compressed clusters contain
"file slack space". This space may contain residual confidential data from the file that previously occupied this space.
KillDisk can wipe out the residual data without touching the existing data.

cluster

A logical group of disk sectors, managed by the operating system, for storing files. Each cluster is assigned a unique
number when it is used. The operating system keeps track of clusters in the hard disk's root records or MFT records.
(See lost cluster).

file slack space

The smallest file (and even an empty folder) takes up an entire cluster. A 10- byte file will take up 2,048 bytes if that
is the cluster size. File slack space is the unused portion of a cluster. This space may contain residual confidential data
from the file that previously occupied this space. KillDisk can wipe out the residual data without touching the existing
data.

free cluster

A cluster that is not occupied by a file. This space may contain residual confidential data from the file that previously
occupied this space. KillDisk can wipe out the residual data.

deleted boot records

All disks start with a boot sector. In a damaged disk, if the location of the boot records is known, the partition table
can be reconstructed. The boot record contains a file system identifier.

ISO

An International Organization for Standardization ISO-9660 file system is a standard CD-ROM file system that
allows you to read the same CD-ROM whether you're on a PC, Mac, or other major computer platform. Disk images
of ISO-9660 file systems (ISO images) are a common way to electronically transfer the contents of CD-ROMs. They
often have the filename extension .ISO (though not necessarily), and are commonly referred to as "ISOs".



| Appendix | 88

lost cluster

A cluster that has an assigned number in the file allocation table, even though it is not assigned to any file. You can
free up disk space by reassigning lost clusters. In DOS and Windows, you can find lost clusters with the ScanDisk
utility.

MFT records

Master File Table. A file that contains the records of every other file and directory in an NTFS-formatted hard disk
drive. The operating system needs this information to access the files.

PXE

Preboot Execution Environment - In computing, the Preboot eXecution Environment specification describes a
standardized client-server environment that boots a software assembly, retrieved from a network, on PXE-enabled
clients. On the client side it requires only a PXE-capable network interface controller, and uses a small set of industry-
standard network protocols such as DHCP and TFTP.

root records

File Allocation Table. A file that contains the records of every other file and directory in a FAT-formatted hard disk
drive. The operating system needs this information to access the files. There are FAT32, FAT16 and FAT versions.

sector

The smallest unit that can be accessed on a disk. Tracks are concentric circles around the disk and the sectors are
segments within each circle.

unallocated space

Space on a hard disk where no partition exists. A partition may have been deleted or damaged or a partition may not
have been created.

unused space in MFT records
The performance of the computer system depends a lot on the performance of the MFT. When you delete files, the
MEFT entry for that file is not deleted, it is marked as deleted. This is called unused space in the MFT. If unused space
is not removed from the MFT, the size of the table could grow to a point where it becomes fragmented, affecting
the performance of the MFT and possibly the performance of the computer. This space may also contain residual
confidential data (file names, file attributes, resident file data) from the files that previously occupied these spaces.
KillDisk can wipe out the residual data without touching the existing data.

Windows system caching

Windows reserves a specified amount of volatile memory for file system operations. This is done in RAM because it
is the quickest way to do these repetitive tasks.

Windows system records

The Windows registry keeps track of almost everything that happens in windows. This enhances performance of the
computer when doing repetitive tasks. Over time, these records can take up a lot of space.

Erase Disk Concepts

Erasing Confidential Data

Modern methods of data encryption are deterring network attackers from extracting sensitive data from stored
database files.
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Attackers who want to retrieve confidential data are becoming more resourceful by looking into places where data
might be stored temporarily. For example, the Windows DELETE command merely changes the files attributes and
location so that the operating system will not look for the file. The situation with NTFS is similar.

One avenue of attack is the recovery of data from residual data on a discarded hard drive. When deleting confidential
data from hard drives, removable disks or USB devices, it is important to extract all traces of the data so that recovery
is not possible.

Most official guidelines regarding the disposal of confidential magnetic data do not take into account the depth of
today's recording densities, nor the methods used by the operating system when removing data.

Removal of confidential personal information or company trade secrets in the past might have been performed
using the FORMAT command or the FDISK command. Ordinarily, using these procedures gives users a sense of
confidence that the data has been completely removed.

When using the FORMAT command, Windows displays a message like this:
Important: Formatting a disk removes all information from the disk.

The FORMAT utility actually creates new FAT and ROOT tables, leaving all previous data on the disk untouched.
Moreover, an image of the replaced FAT and ROOT tables is stored, so that the UNFORMAT command can be used
to restore them.

FDISK merely cleans the Partition Table (located in the drive's first sector) and does not touch anything else.

Moreover, most of hard disks contain hidden zones (disk areas that cannot be accessed and addressed on a logical
access level). KillDisk is able to detect and reset these zones, cleaning up the information inside.

Advanced Data Recovery Systems

Advances in data recovery have been made such that in many cases data can be reclaimed from hard drives that have
been wiped and disassembled.

Security agencies use advanced applications to find cybercrime-related evidence. There also are established industrial
spy agencies adopting sophisticated channel coding techniques such as Partial Response Maximum Likelihood
(PRML), a technique used to reconstruct the data on magnetic disks.

Other methods include the use of magnetic force microscopy and recovery of data based on patterns in erase bands.

Although there are very sophisticated data recovery systems available at a high price, data can easily be restored with
the help of an off-the-shelf data recovery utility like Active@ File Recovery, making your erased confidential data
quite accessible.

Using our powerful and compact Active@ KillDisk utility, all data on your Hard Disk Drive/Solid State Disk or
removable USB drive can be destroyed without the possibility of future recovery.

After using Active@ KillDisk, disposal, recycling, selling or donating your storage device can be done with peace of
mind.

International Standards in Data Removal

Active@ KillDisk conforms to more than twenty international standards for clearing and sanitizing data (US DoD
5220.22-M, Gutmann and others). You can be sure that sensitive information is destroyed forever once you erase a
disk with Active@ KillDisk.

Active@ KillDisk is a quality security application that destroys data permanently on any computer that can be started
using a bootable CD/DVD-ROM or USB Flash Disk. Access to the drive's data is made on the physical level via

the BIOS (Basic Input-Output Subsystem), bypassing the operating system’s logical drive structure organization.
Regardless of the operating system, file systems, or type of machine, this utility can destroy all data on all storage
devices. It does not matter which operating systems or file systems are located on the machine.


http://www.file-recovery.com/
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Wipe Disk Concepts

Wiping Confidential Data from Unoccupied Disk's Space
You may have confidential data on your hard drive in spaces where data may have been stored temporarily.

You may also have deleted files by using the Windows Recycle Bin and then emptying it. While you are still using
your local hard drive, there may be confidential information available in these unoccupied spaces.

Wiping the logical drive's deleted data does not delete existing files and folders. It processes all unoccupied drive
space so that recovery of previously deleted files becomes impossible.

Installed applications and existing data are not touched by this process. When you wipe unoccupied drive space, the
process is run from the bootable CD/DVD operating system. As a result, the wipe or erase process uses an operating
system that is outside the local hard drive and is not impeded by Windows system caching. This means that deleted
Windows system records can be wiped clean.

KillDisk wipes unused data residue from file slack space, unused sectors, and unused space in MTF records or
directory records.

Wiping drive space can take a long time, so do this when the system is not being otherwise utilized. For example, this
can be done overnight.

Wipe Algorithms

The process of deleting files does not eliminate them from the hard drive. Unwanted information may still be

left available for recovery on the computer. A majority of software that advertises itself as performing reliable
deletions simply wipes out free clusters. Deleted information may be kept in additional areas of a drive. KillDisk
therefore offers different wipe algorithms to ensure secure deletion: overwriting with zeros, overwriting with random
values, overwriting with multiple passes using different patterns and much more. KillDisk supports more than

20 international data sanitizing standards, including US DoD 5220.22M and the most secure Gutmann's method
overwriting with 35 passes.

Free Space

L~
[

Allocated Clusters™

Figure 84: Disk free space and allocated clusters

Wiping File Slack Space

This relates to any regular files located on any file system. Free space to be wiped is found in the "tail" end of a file
because disk space is usually allocated in 4 KB clusters. Most files have sizes that are not 4KB increments and thus
have slack space at their end.
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Regular File:

Clusters Allocated

[ o T 1+ | =2 [ . [ N
N _/

Real Data Unused space

Figure 85: Disk free space and allocated clusters

Specifics of Wiping Microsoft NTFS File System
NTEFS Compressed Files

Wiping free space inside a file: The algorithm NTFS uses to "compress" a file operates by separating the file into
compressed blocks (usually 64KB long). After it is processed, each of these blocks has been allocated a certain
amount of space on the volume. If the compressed information takes up less space than the source file, then the rest of
the space is labeled as sparse space and no space on the volume is allocated to it. Because the compressed data often
doesn't have a size exactly that of the cluster, the end of each of these blocks stays as unusable space of significant
size. Our algorithm goes through each of these blocks in a compressed file and wipes the unusable space, erasing
previously deleted information that was kept in those areas.

A Compressed File:

i,

dr—_—/_______:_’_;__—'_,_ggmprejse‘j I}ICH:k;'\l'--—._.___________-_-_-_-_-__\

[ 0 | 1 [ | N

< »
"

Maote: The greyareas representreal clusters, while the white represents “sparse space”.

Unused Space

Figure 86: Compressed file structure

| 0 | Sparse

The MFT (Master File Table) Area
Wiping the system information:

The $MFT file contains records, describing every file on the volume. During the deletion of these files, the records
of their deletion are left untouched - they are simply recorded as "deleted". Therefore file recovery software can use
this information to recover anything from the name of the file and the structure of the deleted directories down to
files smaller than 1KB that are able to be saved in the MFT directly. The algorithm used by KillDisk wipes all of the
unused information out of the MFT records and wipes the unusable space, making a recovery process impossible.
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SMET File:
Used Mot used Motused Used
[ o T 1] 2.7 T m [nsnfnsz | [ on ]
MFT Records

MFT Record:
Valuable Data to Clear

AN

[ Header | Attribute [ atiribute [ atiribute | FFFG |

Data b/ﬁiﬁﬁﬂrenc;ﬁiﬁehrence

[ volume [ File Data - File Data |

Figure 87: MFT structure

Specifics of Wiping Microsoft FAT File System
Wiping Directory Areas

Each directory on a FAT/FAT32 or an exFAT volume can be considered as a specific file, describing the contents of
the directory. Inside this descriptor there are many 32-byte records, describing every file and other inner folders.

When you delete files this data is not being fully erased. It is just marked as deleted (hex symbol 0XES5). That's why
data recovery software can detect and use these records to restore file names and full directory structures.

In some cases dependent on whether a space where item located has been overwritten yet or not, files and folders can
be fully or partially recovered..

Active@ KillDisk makes data recovery impossible by using an algorithm that wipes out all unused information from
directory descriptors. Active@ KillDisk not only removes unused information, but also defragments Directory
Areas, thus speeding up directory access.

offset 01 2 3 4 5 6 7 8 % A B C D E F
00000000 57 4F 52 4B 20 20 20 20 20 20 20 08 00 00 00 00 WORK Resertd

00000010 00 00 00 00 00 00 24 27 A2 40 00 00 00 00 00 00 s'ye Valid Volume Label "WORK"

00000020 E5 64 00 65 00 6F 00 73 00 00 00 OF 00 55 FF FF [ed & o & TAR | poorde L

00000030 FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF |AAAAAAAAAA AAAA Deleted Folder "Photos & Videos" (begins with a cluster #25)
00000040 |ES 21 00 20 00 50 00 68 00 6F 00 OF 00 55 74 00 [e! P ho Ut

00000050 6F 00 73 00 20 00 26 00 20 00 00 00 56 00 6% 00 [0 5 & Vi

00000060 ES 50 48 4F 54 4F 7E 31 20 20 20 10 00 7F 2A 27 [ePHOTO~1 1

00000070 A2 40 A2 40 00 00 24 26 A2 40 19 00 00 00 00 00 [yeye Say@

00000080 ES 42 00 75 00 73 00 73 00 &% 00 OF 00 02 6E 00 [EB 0 5 & % T | Records 45

00000050 65 00 73 00 73 00 00 00 FF FF 00 00 FF FF FF FF e s s  Aa maas | Deleted Folder "Bussiness’ (begins with 2 cluster 2300104)
00000020 ES 55 53 53 49 4E 7E 31 20 20 20 10 00 7C 0A 28 |eUSSIN~1 I (

000000BO A2 40 F7 40 04 00 27 26 A2 40 48 94 00 00 00 00 |¥@ul  'sy@EH”

000000C0 41 44 00 6F 00 63 00 75 00 6D 00 OF 00 4A 65 00 AD 0 € U M J& | pecordst’

000000D0  6E 00 74 00 61 00 74 00 69 00 00 00 6éF 00 6E 00 nt at i on Normal Folder "Documentation’ (begins with a chister #301886)

000000ED 44 4F 43 55 4D 45 7E 31 20 20 20 10 00 2B 0B 28 DOCUME~1 +

000000F0 A2 40 A2 40 04 00 77 26 A2 40 3E 98 00 00 00 00 PBHE wa@>>

00000100 50 52 4F 4A 45 43 54 53 20 20 20 10 00 24 6B 28 DROJECTS Sk Records:

00000110 A2 40 1E 41 09 00 AD 26 A2 40 AB 7A 00 00 00 00 ¥@ A -s¥l«z Normal Folder "PROJECTS" (begins with a chuster #621227)
Record 9:

00000120 ES 4D 4F 4B 49 4E 47 20 20 20 20 10 00 35 72 28 |eMOKING S
Deleted Folder "SMOKING" (begins with a cluster #629868)

00000130 AZ 40 A2 40 0% 00 Be 26 A2 40 6C 9C 00 00 00 00 |¥E¥E 9Tay@ls
00000140 24 52 45 43 5% 43 4C 45 42 4% 4E 16 00 26 GA 32 SRECYCLEBIN &J2 | Record 10

00000150 A2 40 ARZ 40 OR 00 6B 32 A2 40 C5 01 00 00 00 00 PEyE k2yEE Normal Folder "SRECYCLEBIN" (begins with a cluster %6
00000160 | 4c 44 4D 20 20 20 20 20 54 58 54 20 10 A8 87 21 LDM TXT E#! | Record 11: Nommal File "LDM TXT'
00000170 D5 40 D5 40 0% 00 8A B3 DS 40 07 1F CF 11 00 00 X@X@ BiXe 0 (begins with a cluster 2397767 and has the size 435 bytes)

00000180 E5 52 43 48 49 56 45 20 5A 49 50 20 00 7A D9 B5 [eRCHIVE ZIP 2| Record 12
00000190 A2 40 AZ 40 20 00 00 2E 00 70 00 OF 00 3C &1 00 |yeye . P <a Deleted File "_RCHIVE ZIP" (begins with a chuster #2100992 and

00000120 00 00 00 00 0O 00 00 OO0 OO 00 00 OO 00 00 00 00 has the size 6372332 bytes)
000001B0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Figure 88: This is how Directory Area looks before Wiping, red rectangles display deleted records
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offset 0 1 2 3 4 5 6 7 8 9% A B C D E F
00000000 57 4F 52 4B 20 20 20 20 20 20 20 08 00 00 00 00 WORK Record 0

00000010 00 00 00 00 00 00 24 27 A2 40 00 00 00 00 00 00 Stye Valid Volume Label "WORK"

00000020 41 44 00 6F 00 63 00 75 00 6D 00 OF 00 4A 65 00 AD o c U m  J& | Records 12 (before wipe - 6-7):

00000030 6E 00 74 00 61 00 74 00 6% 00 00 00 6F 00 6E 00 nt a t i omn Nommal Folder "Documentation’ (begins with a cluster 2301386)
00000040 44 4F 43 55 4D 45 7E 31 20 20 20 10 00 2B OB 28 DOCUME~1 +(

00000050 A2 40 A2 40 04 00 77 26 A2 40 3E 9B 00 00 00 00 ¥EYE wayB>>

00000060 50 52 4F 4A 45 43 54 53 20 20 20 10 00 24 6B 28 PROJECTS Sk ( | Record3 (before wipe - 8):

00000070 RAZ 40 1E 41 05 00 AD 26 A2 40 AB 7A 00 00 00 00 %@ A -s&yR«z Nommal Folder "PROJECTS" (begins with a cluster #621227)
00000080 24 52 45 43 59 43 4C 45 42 49 4F 16 00 26 6A 32 SRECYCLEBIN &32  Record4 (before wipe - 10y

00000090 22 40 A2 40 02 00 6B 32 A2 40 C5 01 00 00 00 00 ¥@¥E Kk2¥EE Nommal Folder "SRECYCLE BIN" (begins with a cluster #633813)
DODDOORD 4C 44 4D 20 20 20 20 20 54 58 54 20 10 A8 87 21 LDM TXT E#! | Record s (before wipe - mal File "LDM TXT'
000000BO DS 40 D5 40 09 00 8A B3 D5 40 07 1F CF 11 00 00 X@X@ BiXE@ I (begins with a cluster #397767 and has the size 4330 bytes)

ogooooco 00 OO0 OO OO 00 0O OO 0O 00 0O OO 00 OO 00 00 00
0ooo0o00DO 00 OO 00 00 00 00 00 0O 00 00 OO 00 OO 00 00 00
000000EQC 00 OO0 00 00 00 00 00 0O 00 00 OO0 00 OO 00 0O 00
000000OF0 00 OO0 00 00 00 00 00 0O 00 00 OO0 00 OO 00 0O 00
ogoooio0 00 OO OO OO 00 0O OO 0O OO0 0O OO 00 OO 00 00 00
ogooolio 00 OO OO OO 00 0O OO OO OO0 0O OO 00 OO 00 00 00
0goooizo 00 OO0 00 0O 00 OO OO OO 00 0O OO 00 OO 00 0O 00
00000130 00 OO0 00 00 00 00 00 00O 00 00 OO0 Q0 OO 00 0O 0O
00000140 00 OO0 00 00 00 00 00 00O 00 00 OO Q0 OO 00 0O 0O

Figure 89: Directory Area after Wiping: all deleted records removed, root defragmented

Specifics of Wiping Apple HFS+ File System
HFS+ B-tree

A B-tree file is divided up into fixed-size nodes, each of which contains records consisting of a key and some data.

Root node

Empty

Empty Empty

Figure 90: B-tree structure

In the event of the deletion of a file or folder, there is a possibility of recovering the metadata of the file, (such as its
name and attributes), as well as the actual data that the file consists of. KillDisk's Wipe method clears out all of this
free space in the system files.
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Mode Description
Record 11 0
Record 11 1

Record #N
Free Space

Records' offsets

Figure 91: HFS+ system table

Specifics of Wiping Linux Ext2/Ext3/Ext4 File Systems

A Linux Ext file system (Ext2/Ext3/Ext4) volume has a global descriptors table. Descriptors table records are called
group descriptors and describe each blocks group. Each blocks group has an equal number of data blocks.

A data block is the smallest allocation unit: size vary from 1024 bytes to 4096 bytes. Each group descriptor has a
blocks allocation bitmap. Each bit of the bitmap shows whether the block is allocated (1) or available (0). KillDisk
software enumerates all groups, and for each and every block within the group on the volume checks the related
bitmap to define its availability. If the Block is available, KillDisk wipes it using the method supplied by the user.

Global Descriptors Table ’

( Blocks Group 1 ] ( Blocks Group 2 ] ( Blocks Group N ]

l l l

rUSEigE Bitmap: 0,1,1... J rUsage Bitmap: 0,0,1.. (Usage Bitmap: 1,0,1..
Free Used Used Used Free Used
Block Block Block Block Block Block

Figure 92: Ext2/Ext3/Ext4 descriptors table

Erase Methods / Sanitation Standards

One Pass Zeros or One Pass Random

When using One Pass Zeros or One Pass Random, the number of passes is fixed and cannot be changed. When the
write head passes through a sector, it writes only zeros or a series of random characters.
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US DoD 5220.22-M

The write head passes over each sector three times. The first time with zeros (0x00), second time with OXFF and the
third time with random characters. There is one final pass to verify random characters by reading.

Canadian CSEC ITSG-06

The write head passes over each sector, writing a Random character. On the next pass, writes the compliment of
previously written character. Final pass is Random, proceeded by a verify.

Canadian OPS-II

The write head passes over each sector seven times (0x00, OxFF, 0x00, 0xFF, 0x00, 0xFF, Random). There is one
final pass to verify random characters by reading.

British HMG IS5 Baseline

Baseline method overwrites disk's surface with just zeros (0x00). There is one final pass to verify random characters
by reading.

British HMG IS5 Enhanced

Enhanced method - the write head passes over each sector three times. The first time with zeros (0x00), second time
with OxFF and the third time with random characters. There is one final pass to verify random characters by reading.

Russian GOST p50739-95

The write head passes over each sector two times. (0x00, Random). There is one final pass to verify random
characters by reading.

US Army AR380-19

The write head passes over each sector three times. The first time with OxFF, second time with zeros (0x00) and the
third time with random characters. There is one final pass to verify random characters by reading.

US Air Force 5020

The write head passes over each sector three times. The first time with random characters, second time with zeros
(0x00) and the third time with OxFF. There is one final pass to verify random characters by reading.

Navso P-5329-26 RL
RL method - the write head passes over each sector three times (0x01, 0x27FFFFFF, Random).

There is one final pass to verify random characters by reading.

NCSC-TG-025

The write head passes over each sector three times (0x00, 0xFF, Random). There is one final pass to verify random
characters by reading.

NSA 130-2

The write head passes over each sector two times (Random, Random). There is one final pass to verify random
characters by reading.

NIST 800-88
Supported three NIST 800-88 media sanitization standards:

1. The write head passes over each sector one time (0x00).
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2. The write head passes over each sector one time (Random).
3. The write head passes over each sector three times (0x00, OxFF, Random).

For details about this,the most secure data clearing standard, you can read the original article at the link below:Attp.://
csre.nist.gov/publications/nistpubs/800-88/NISTSP800-88 _with-errata.pdf

German VSITR

The write head passes over each sector seven times.

Bruce Schneier

The write head passes over each sector seven times (0xFF, 0x00, Random, Random, Random, Random, Random).
There is one final pass to verify random characters by reading.

Peter Gutmann

The write head passes over each sector 35 times. For details about this, the most secure data clearing standard, you
can read the original article at the link below:

http://www.cs.auckland.ac.nz/%7Epgut001/pubs/se%0Acure_del. html

Australian ISM-6.2.93

The write head passes over each sector once with random characters. There is one final pass to verify random
characters by reading.

User Defined

User indicates the number of times the write head passes over each sector. Each overwriting pass is performed with a
buffer containing random characters. Enables user to define any disk erase algorithm.

File Name Tags

Sequence number
Sequential number, used for group (batch) processing.
{Sequence #}
{Sequence 0#}
{Sequence 00#}
{Sequence 000#}

Date
Date file name tag uses current date in most cases in different formats:
{Date(YYYYMMDD)}
{Date(YYYY-MM-DD)}
{Date(YYMMDD)}
{Date(YYYY)}
{Date(YY)}
{Date(Month)}


http://csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88_with-errata.pdf
http://csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88_with-errata.pdf
http://www.cs.auckland.ac.nz/%7Epgut001/pubs/se%0Acure_del.html
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{Date(MM)}
{Date(DD)}

Time name tags

{Time(HHmmss)}
{Time(HH-mm-ss)}
{Time(HH)}
{Time(mm)}

{Time(ss)}

Disk name tags
Values for these name tags retrieved from context device:
{Serial ID}
Disk serial number, retrieved from OS or from SMART attributes
{Platform ID}
Disk platform identification (may be vary due to OS format);
{Product ID}
Disk manufacturer id
{Model}
Disk model name (if available);
{Size}
Disk size in gigabytes
{Sectors}
Disk size in sectors

Processing attributes
Disk processing attributes based on execution conditions:

{BatchName}
Batch name, if part of a batch processing.
{BayName}
Label of disk bay (slot).
{Status}
Overall completion status for group processing or separate disk processing status.

Disk Hidden Zones (HPA/DCO)
Active@ KillDisk is able to detect and reset disk's hidden zones: HPA and DCO.

HPA - Host protected area

The host protected area (HPA) is an area of a hard drive or solid-state drive that is not normally visible to an
operating system. It was first introduced in the ATA-4 standard CXV (T13) in 2001.

How it works
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The IDE controller has registers that contain data that can be queried using ATA commands. The data returned gives
information about the drive attached to the controller. There are three ATA commands involved in creating and using
a host protected area. The commands are:

+ IDENTIFY DEVICE
+ SET MAX ADDRESS
* READ NATIVE MAX ADDRESS

Operating systems use the IDENTIFY DEVICE command to find out the addressable space of a hard drive. The
IDENTIFY DEVICE command queries a particular register on the IDE controller to establish the size of a drive.

This register however can be changed using the SET MAX ADDRESS ATA command. If the value in the register is
set to less than the actual hard drive size then effectively a host protected area is created. It is protected because the
OS will work with only the value in the register that is returned by the IDENTIFY DEVICE command and thus will
normally be unable to address the parts of the drive that lie within the HPA.

The HPA is useful only if other software or firmware (e.g. BIOS) is able to use it. Software and firmware that are able
to use the HPA are referred to as 'HPA aware'. The ATA command that these entities use is called READ NATIVE
MAX ADDRESS. This command accesses a register that contains the true size of the hard drive. To use the area,

the controlling HPA-aware program changes the value of the register read by IDENTIFY DEVICE to that found

in the register read by READ NATIVE MAX ADDRESS. When its operations are complete, the register read by
IDENTIFY DEVICE is returned to its original fake value.

IDE/ATA, hard disk
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Figure 93: Creation of an HPA

The diagram shows how a host protected area (HPA) is created:

1. IDENTIFY DEVICE returns the true size of the hard drive. READ NATIVE MAX ADDRESS returns the true
size of the hard drive.
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2. SET MAX ADDRESS reduces the reported size of the hard drive. READ NATIVE MAX ADDRESS returns the
true size of the hard drive. An HPA has been created.

3. IDENTIFY DEVICE returns the now fake size of the hard drive. READ NATIVE MAX ADDRESS returns the
true size of the hard drive, the HPA is in existence.

Usage

* At the time HPA was first implemented on hard-disk firmware, some BIOS had difficulty booting with large hard
disks. An initial HPA could then be set (by some jumpers on the hard disk) to limit the number of cylinder to 4095
or 4096 so that older BIOS would start. It was then the job of the bootloader to reset the HPA so that the operating
system would see the full hard-disk storage space.

* HPA can be used by various booting and diagnostic utilities, normally in conjunction with the BIOS. An example
of this implementation is the Phoenix FirstBIOS, which uses Boot Engineering Extension Record (BEER) and
Protected Area Run Time Interface Extension Services (PARTIES). Another example is the Gujin installer
which can install the bootloader in BEER, naming that pseudo-partition /dev/hda0 or /dev/sdb0; then only cold
boots (from power-down) will succeed because warm boots (from Control-Alt-Delete) will not be able to read the
HPA.

» Computer manufacturers may use the area to contain a preloaded OS for install and recovery purposes (instead of
providing DVD or CD media).

» Dell notebooks hide Dell MediaDirect utility in HPA. IBM ThinkPad and LG notebooks hide system restore
software in HPA.

* HPA is also used by various theft recovery and monitoring service vendors. For example, the laptop security
firm Computrace use the HPA to load software that reports to their servers whenever the machine is booted on a
network. HPA is useful to them because even when a stolen laptop has its hard drive formatted the HPA remains
untouched.

» HPA can also be used to store data that is deemed illegal and is thus of interest to government and police

» Some vendor-specific external drive enclosures (Maxtor) are known to use HPA to limit the capacity of unknown
replacement hard drives installed into the enclosure. When this occurs, the drive may appear to be limited in size
(e.g. 128 GB), which can look like a BIOS or dynamic drive overlay (DDO) problem. In this case, one must use
software utilities (see below) that use READ NATIVE MAX ADDRESS and SET MAX ADDRESS to change the
drive's reported size back to its native size, and avoid using the external enclosure again with the affected drive.

» Some rootkits hide in the HPA to avoid being detected by anti-rootkit and antivirus software.

» Some NSA exploits use the HPA for application persistence.

DCO - Device configuration overlay

Device configuration overlay (DCO) is a hidden area on many of today’s hard disk drives (HDDs). Usually when
information is stored in either the DCO or host protected area (HPA), it is not accessible by the BIOS, OS, or the
user. However, certain tools can be used to modify the HPA or DCO. The system uses the IDENTIFY DEVICE
command to determine the supported features of a given hard drive, but the DCO can report to this command that
supported features are nonexistent or that the drive is smaller than it actually is. To determine the actual size and
features of a disk, the DEVICE_ CONFIGURATION IDENTIFY command is used, and the output of this command
can be compared to the output of IDENTIFY DEVICE to see if a DCO is present on a given hard drive. Most major
tools will remove the DCO in order to fully image a hard drive, using the DEVICE CONFIGURATION RESET
command. This permanently alters the disk, unlike with the (HPA), which can be temporarily removed for a power
cycle.

Usage

The Device Configuration Overlay (DCO), which was first introduced in the ATA-6 standard, "allows system vendors
to purchase HDDs from different manufacturers with potentially different sizes, and then configure all HDDs to have
the same number of sectors. An example of this would be using DCO to make an 80-gigabyte HDD appear as a 60-
gigabyte HDD to both the (OS) and the BIOS.... Given the potential to place data in these hidden areas, this is an area
of concern for computer forensics investigators. An additional issue for forensic investigators is imaging the HDD
that has the HPA and/or DCO on it. While certain vendors claim that their tools are able to both properly detect and
image the HPA, they are either silent on the handling of the DCO or indicate that this is beyond the capabilities of
their tool.
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